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The Bonneville Power Administration owns and manages about floa¢hs of theNorthwestNS 3 A 2 y Qa KA 3K
transmission assets. This system spans approximately 300,000 squaramdilesludes more thari5,000circuit
miles of transmission lines arX®9 substationsThese assets deliver electric power, directly or indirectly, to a
population of more than 12 million through four product categories.
A Transmission service to regional utilities and to commercial, industrial and other loads
A Generation andihe and load interconnections
A Interregional transfers of capacity and energy
A Ancillary services, such as regulation and load following services

Assets covered by this strategy:

Alternating Current Substations298 Substations and32,000 major equipment categories

Power Transformersral Reactors, Power Circuit Breakers, Circuit Switchers, DC Control Batteries and Chargers. Shunt
Capacitors, Current Limiting Reactors, Instrument Transformers, Engine Generators, Surge Arrestors, Fuses, Disconnect
Switches, Rigid Riser Replacement, Stibst&rounding, Substation Bus and Structures, Low Voltage Station

Auxiliary, Control Houses

Direct Current SubstationsCelilo Converter Station

HVDC Converter Station, Static Var Compensators, Fixed Series Capacitor Banks Cidnirisited Series Capacitor
Bank

Control Center 2 Control Centers with 85 plus automation systems

Realtime Grid control and management systems; Grid and data center monitoring, protection, and alarm systems; CC
critical power infrastructure; Nereaktime operations analysis and support systems; Commercial Business
Systems/facilities integration and support

Power System Control / Telecommunications32 sites and ~ 11,000 pieces of equipment, 3,000 miles of fiber optic
cable

RAS, Transfer Trip, SCAB#ote terminal units, Fiber cable, Comm batteries/chargers, SONET/MW Radios,
VHF/mobile/portable radios, UHF, DATS, Multiplex, Power Line Carrier, Telemetering, Operational Networks and their
management, Engine Generators, Supervisory Control Systemd,dldBone systems, Telephone protection, Field
Information Network, Misc support systems

System Protection and Contra@56 locations, ~28,000 pieces of equipment, 33 equipment types

Transformer relays, Bus relays, Line relays, Breaker relays, BétiveRelays, Revenue meteriagd Control, SER,
DFR, Control equip, Load shedding relay, Indicating Meter Transducers;&®alaynications

Rights of Way195,600 acres of BPA maintained ROW corridors, 319 corridors, 423 transmission lines, 368 cationuni
sites, approx. 11,860 miles of access roads, approx. 80,000 tracts of easement

Access roads, Roads, Bridges, Culverts, Trails and gates, Tracts of easement
Wood LinesApprox. 4,800 miles, 336 separate transmission lines with 73,500 wood poles

Poles Conductors, Insulator assemblies, Guy assemblies, Fiber optic cable, Line disconnect switches, Ground wire,
Counterpoise

Steel Lines10,300 circuit miles with 43,50@ttice steel and engineeredesl pole transmission lines and all associated
towers, hardware and components

Towers, Connectors, Conductors, Insulator assemblies, Footings, Dampers, Counterpoise

Transmission Asset Managemeitategy
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Objectives of the FY2012023Transmission Asset Mamggment strategy

TheTransmission Asset Management
Strategyprovides the roadmap for
managing the health, performance,

VISION 10T TTidfagifig talSinissSiOr d s o€

costs and risks of transmission assets]  UEiEiLESI RSSO SR I G e[S LR SEls ey Ll o=

owned or leased by BPAhis is reliabliity, avallability and adequacy standards and maxim
achieved through ensuring the €eCoNoMmiIc vaiue 10 tne region. 1L Wi USE eTlCIENt and. transpar
sustainmenf critical existing assts practces tnat are €iectve I managing:risks and delivering rest

including transmission lines,

substations, control center equipment and other facilities and equipnemeetreliability and availability
requirements; andhat expansiorof the system provides the needed transmission capacity and flexibilitytieto t
future.¢ KN dzZAK 'y |aasSaaySyid 2F GKS Odz2NNByid adldsS 2¥F .t
represents the course of action needed to ensure achieving thestatd goals.

For improving asset management practices:

"
A

A

Transmission asset management practices conform to leading practices.

Expansion, replacements, and maintenance are integrated, prioritized in terms of asset criticality and risk,
and directed at meeting reliability and other standarddoatest total econmic cost.

Asset management plans deliver on the transmission asset management strategy through an optimized
funding and resourcing plan. Projects are completed within scope, on schedule and within budget.

For expanding transmission:

A

> > >

Load service obligatits and customer service requgsbjectsmeet standards and tariff requirements.

An integrated regional expansion planning process is implemented

A robust grid that effectively and efficiently integrates diverse energy resources

Inter-regional transfer cagcity meets reliability standards amdarket requirements

Fuller, more optimal use is made of existing transmission capacity through technological, policy and process
change

For sustaining assets:

A

A

A

Information on asset attributes (condition, performancegdacosts) is complete, accurate, and readily
accessible
Assets are proactively maintained and replaced
i Maintenance, replacements and sparing integrated
i Priority given to critical assets at greatest risk
i Reliability, availability, and other standards met@atest total economicost

Maintenance is reliabilitgentered (conditiorbased)

Strategic challenges

Over the past few years much has changethe utility industry that haplacedadditional demand2 y K2 g . t !
transmission assets are managed. From regulatory requirements on how critical cyber assets are eadsified
managedo market changes that driveifferences in how the transmission system is operated, pressures such as
thesepresent challages inensuring objectives are defined, prioritized, integrated, and achieved, all while
minimizing impacts to customer rates. Meeting strategic objectives on all fronts deperttaving a healthy and

Transmission Asset ManagemeSitategy
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well planned system infrastructure. The strategyeach the ideal state for the system infrastructure must mitigate
and manage several challenges:

A Taking advantage of new technology that will provide valuable efficiencies

Staying on top of technology changes to ensure reliability and interoperabiliguopment and avoithg
obsolescence

Having adequate data to inform the prioritization of work and once identifiedysngadequatefunding
levekand committed resourcet® address backlogs in capital replacement deferred maintenance
Balancingustaner demand for system availabiliyith the necessary outages to facilitate maintenaacel
replacement projects

Responding to evolvingnd increasingegulatory requirements

Addressing the increasing physical and cyber hazards that put the transmigsiem st risk

Meeting the demands of an evolving market and the increased reliance on critical real time data. Together
customer needs, system constraints, and system operating limits will require transmission operators to have
greater system visibilitygccuracy of models and automated controls in order to maintain reliability.

>>> > > D>

Major elements of the strategy

.t HtrArmissiorassetmanagement strategy is focused on the efforts necessary to achieve the long ternofjoals
sustaining its existing infrastructure at desired performance lewbite addressing the challenges listed above. The
Transmission Asset Management strategy document describes the specific approaches to be taken and places
particular focus on overardhg initiatives and theet ofactions and poritized investment$o be implemented in

the sustain programs. Expansion investments, driven by capacity and customer requirements, are prioritized
through the BPA CapitiivestmentPrioritizationprocessand areidentifiedA y G KS 2 @SNIWASg &S O A
Investment Review (CIR) publication.

Highlights fronthe sustainstrategies are included below to provide context to the capital investment levels
forecasted for FY2012023. Detailed strategieand supporting asset informaticare described throughout the rest
of this document

Arecentevaluation of the current state of t ! tr@mmission programesulted in the development of strategic
priorities for Transmission Services in the areaSystem Infrastructure, System Operaticars]d Commercial
SuccessThesethree priorities must be addressed the context ofachievinghhe fourth priority, SystenReliability
ComplianceThe System Infrastructurgrategicpriority formsthe basis for this asset strategyth outcomes
expected to deliver on the followingjcture of success:

Significantly improved annupltogram delivery levels of 90fr Sustain and 80% for Expasdbstantially
advanced asset management quality and systenisust project integrationand implemented technology
strategy and governancgéogetherpreserve and enhance the reliability and availabilitthefexisting and future
transmission system infstructure.

Specific process improvements identified in the strategy to facilitate reaching this objective are:

\ Greater accessibility of higher qualityset data

Developing and integratingustain progranasset strategiesisinga standardized approach fatentifying
risksthrough an evaluation abtal economic cosinetrics

Implemening portfolio management tools for greater visibility into asset program information
Building project management capabilities

Addressing hurdlem project execution

Creatng acritical spares strategy

D> > >
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The Transmission sustain prograare structuredby groups of assets. Eashstainprogramhas an asset specific
strategy and correspondirighplementationplan ofprioritizedinvestmentsdetermined to besmeet. t ! sfadegic
objectivesfor its transmission systenfSustain investments are defined as investments the primary purpose of which
IS to replace existing assets in order to maintain system performanceagabiity. In an effort tobetter prioritize
investments towardsnitigatingthe most criticarisks, Transmission Serviadopted an approacfor evaluating

risks based on reducirigtal economic cost This approach hasirrently beenapplied to the AC Substations,

Power System Contrand System Protection and Control programs with the remainder o$tis¢éainprograms to

be evaluatedby the end of FY2015.

The AC Substations program masentlyundergone a reexamination of strategic approaches using the total
economic cost evaluation metrics. The preferred strategic alternative contains the following elements:

A Replacerent plansto addressthe backlogof deferred capital replacementsasedon an economic lifecycle

A Predictive analysis using information from relays, sensors and camera

A Improving work related processes

A Addition of onsite transformer and reactospares
Development ofthe highlevelimplementationplanto implement selectedtrategic changes is expected to be
completeby FY2014 Q2n the meantime, the AC Subs prograasalreadybegun prioritizing replacements based
on the newly developed strategyith agoal of minimizingotal economic costs over time.

The strategies to improve control center asset performance are focused on
A Addressingrritical asset risks first, as well as high risk asset is®fesetthey reach critical stage
A Migrating Openvirtual Memory S§/stemtechnology systems such as major control systems to a Windows
platform to improve manageability and maintain cient software vendor support
A Ensuring that critical systems meet their established availability targets by taking appropriate maintenance,
support and replacement actions

A Complete Lifecycle Plans with risk assessments for each asset and update them at lealy ann
i Incorporates established server and workstation equipment lifecycle standards
i Includes refinement of additional performance standards
A Develop econtrol centerData Management Program and Strategy
A 585@3St2L) SYGdSNLINA &S | NOXA # KibrifralaéBerabsytk a G N> 6S3IA0 af
A Develop visibility, tools, and processes to support more complete and proactive Demand & Capacity
Management in theontrol centers
A Strategically plan fotontrol centerasset information management improvements meetingidewange of

program stakeholder needs

A Establish dedicatedontrol centertechnology and architecture planning functions or roles, and better
integrate with the Pwer SystemControl (PSCand §stemProtection andControl (SPC)rechnology
Evaluation and dsting Council and test team processes

A Develop acybersecurityand risk management strategy towards evolving the current practices for system
visibility, risk assessment, decision making and compliance response

The strategy is aimed at aggressivalyimizingtotal economic cost by reducirtge risks of
A Asset failure through surmounting large badioresulting from years of underinvestment
A Interoperability issues by designing and conducting a comprehensive, integrated testing program

Transmission Asset ManagemeSitategy
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A Technological obsolescence by developing and implementing atésnystrategy for moving off SONEfd
other equipment
PSC andystemtelecommunication equipment is upgraded and replacedupport. t !d@ligery on its strategic
objectives including possiblenergyimbalance market formation, greater use of dynamic transfer capacity and
demand response resources, and changes in sched@®geaplacement planareintegrated withSPGnd
associated control center assetBrocess improvements in documentation aaey and enhanced training enable
achievement of objectiveotaddress backlogs and reduce rework.

Over the next 10 yearseplacespecific populations of equipment groups that are at highest risk of failure or
technological obsolescen@nd contribute the most to total economic costargeting these replacements will
mitigate the risks associated with

A The documented poor health of aged equipment

A The lack of manufacturer support for older equipment

A The increased corrective maintenance on aged asset population

A The challenge of retaining the skill set necessary to work on older equipment models
Improvements in the SPC program include better coordination with the PSC program for replacements and
integrated tesing, whichwill also incorporate innovative technology.

Vegetation management

A Implement an integrated vegetath management approach a system of managing plant communities
whereby managers set objectivadentify compatible and incompatible vegetation, consider action
thresholds and evaluate, select and implement the most appropriate control methods to achieve set
objectives. The choice of control methods should be based on the environmental impaattaripaded
effectiveness along with site characteristics, security, economics, current land use and other factors.

A Assure the highest level of regulatory compliance by adopting the integrated vexgetaéinagement
approach, which is considered an indudtest practice.

Access roads
A Implement a systematic lorgrm method for upgrading and maintaining BPA access to and through-rights
of-way corridors. This allows a corridor approach for planning work in support of the wood pole and steel
lines sustain progams. It also considers bundling projects to allow greater implementation through the
26y SND&a SYy3aAySSNI O2y G NI Ol o

A Ensure that safe access in compliance with environmental regulations is provided throughout the entire
transmission system.

Land rights
A Develp a longterm plan to meet program objectives/targets, including reducing backlogs and supporting
asset plans for aess roads, vegetation, atidies. This strategy prioritizes the needs for rights (alternative
routes, risk of complaints/litigation/trespasviolations, criticality of the line, tribal renewals) in a
comprehensive view.

The strategys an asset life cycle strategyhich is a combination of life extension and systematic replacement of the
worst performing and highest consequence of failure assets.
A Thelife extensiorstrategy replacesll of the aged components anpriority pole replacemensgtructure

Transmission Asset ManagemeSitategy
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A Thesystematiaeplacementstrategy addresses rebuilding approximately 100 nokesged, poorly
performing wood pole linesach year

A Projectsare implementecbn a threeyear program schedule to allow adequate time for gaining road rights,
acquiring land and materialand performing NEPA actidt

A Old de-energized linesire removedo mitigate safety and liability risks and neze maintenance
responsibility

The stategy includes a proactive plan to replace vital overhead system components nearing entof life

A Settingstandard metrics for collecting and retaining asset condition data with enough granularity to identify
condition trends, target and pace replacemeftorts, manage components over time and better predict
remaining service life
Standardizinghe process for sampling and testing retired components
Developinga longterm strategy for evaluating and mitigating a continuously aging asset
Incorporatingstandardized components and technology innovations into replacement efforts

> > >
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Results to be ahieved

Transmission Services has adopkeg transmission targets and systgrformance measures, or metricandto
Y2YAU2N) GKS 20SNIff NBEfAFOAfAGEZT | RSI dzf éfigurepBoy DI A f |
These system performance measures and targets are supplemented with asset pisgggraifiic metricand targets
contained in thesustainprogram strategies.

System Average Interruption Duration Index (SAIBI) No control chart violations per year for line
Average duration of automatic outage minutes by BPA lir importance categories-2.
category. No more than 1 control chart violation per yez

Provides an indication of BPA's success at minimizing th for line importance categries 34.
duration of unplanned transmission line outages.

System Average Interruption Frequency Index (SAIFI) No control violations per year for line
Average number of automatic outages by BPA line importance categories-2.

category. No more than 1 control chart violation per yee
Provides an indication of BPA's success at minimizing th' for line importance categories-3.

number of unplanned transmission line outages.

Py
o
=
=)
5

Report of number of outages to transmission lines of all No outages to transmission lines of all voltage
voltage levels caused by vegetation growingo the levels caused by vegetation growth.
conductor or within flashover distance to the conductor.

(Relates to vegetation growing from either inside or

outside the BPA rightf-way)

FlowgatePerformance Flowgate annual excursion minutes for all of
Number of excursion minutes that actual path flows are  FY2014 are at or below the calculated control
§ greater than the System Operating Limits (SOL). Indicate limit (110 minutes/flowgate) systerwide.
2 congested areas for which capacity expansion may merit
= consideration.
= Included in Transmission Services FY2014 balanced
scorecard.
' @ AfFToAfAGE FT2NJ AaSNBAOS . t! Qa Yz2ad AYLRNIFYy
g transmission lines (Category 1 and 2) (Category 1 and 2) are available for service a
= Included in Transmission Services FY2014 balanced least97.39%of the time.
=1 | scorecard.
<
Asset Management Key Transmission Target Per the approved Asset Management
Included in Transmission Service FY2014 balanced Roadmap, processes, tools, gpalicies in
scorecard. support ofasset register improvementssset

strategy developmentandmore successful
project, portfolio and prograndeliverywill be
integrated and operationalized in the busines:
organizations to enable effective Asset
Management anglanning.

sjuswanoidw|
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FY20142023SustainCapital Forecast

TheTransmissiosustain capital program execution level has increased fipproximately $70M in FY2008 to
$177M in FY2013. An average of $200M is planned for FY¥202@1%vith a slight ramp up the out years. The
annual level of investment is expected to increasel the determination of the optimal levekeded to adequately

address the backlowill continue to be analyzed.

Sustain Capital FY2042013 Actuals and FY2022D23 Ten Year Forecast

$250,000 AC Substations
DC Substations
g $200,000 — .. =cControl Center
5 PSC
o $150,000 - — — —f — — — — System Telecom
E SPC
g $100,000 — — —F — — — — — Access Roads
§ H Land Rights
$50,000 - m Wood Pole Lines
m Steel Lines
$0 - B TEAP Tools
FY12FY13FY14FY15FY16 FY17 FY18 FY19 FY20 FY21 FY22 FY23

. = Misc.
Fiscal Year Misc.Replacmnts

Capital FY201:2013 Actuals and FY2012023 Ten Year Forecast

Transmission ServicasSustain Programs
Direct Capital only, Nominal Dollars in ‘000

Actuals *Excludes
FY1213

Program FY12 FY13 FY14 FY15 FY16 FY17 FY18 FY19 FY20 FY21 FY22 FY23 Total
AC Substations 15,007 30,219 28,367 31,508 32,870 34,331 34,703 37,157 40,728 40,861 44,012 42,082 366,619
DC Substations 11,813 11,826 1,907 8,500 8,300 400 19,107
ControlCenter 3,228 4,701 5,811 5,827 6,104 6,206 6,437 6,516 6,597 6,677 6,760 6,837 63,773
PSC 7,793 9,795 13,500 15500 17,500 19,500 21,500 22,850 23,798 25,975 26,204 26,437 212,764
System Telecom 10,986 22,152 24,845 29,559 28,000 10,750 8,750 8,899 9,050 9,204 9,360 9,519 147,937
SPC 7,280 12,877 20,350 23,898 27,284 27,420 27,814 28,252 28,897 31,036 31,946 32,310 279,208
Access Roads 13,422 12,491 15,000 16,000 18,000 20,000 22,500 23,500 25,000 25,425 25857 27,297 218,579
Land Rights 3,134 7,551 6,042 9,790 7,778 7,910 8,045 8,181 8,321 8,462 8,043 8,180 80,751
Wood Pole Lines 44,516 33,282 33,020 46,520 57,270 52,850 55,900 51,000 52,000 54,100 54,100 56,000 512,760
Steel Lines 28,407 21,881 19,603 12,625 14,865 15,276 17,449 18,623 19,741 20,024 21,200 22,074 181,479
TEAP Tools 2,410 1,369 1,176 1,200 1,224 1,248 1,273 1,299 1,325 1,351 1,378 1,406 12,880
MiscReplacmnts 9,349
Sustain Total 147,995 177,493 169,622 200,927 219,195 195,892 204,371 206,277 215,455 223,115 228,862 232,143 2,095,858

Transmission Asset Managemestrategy
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FY2014023MaintenanceExpenselreliminaryForecast
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Maintenance Expense FY202D13 Actuals and FY202023 Preliminary Forecast

$200,000
$180,000 N B Substation Maintnce
§ $160,000 Bl EEBE Control Center
= $140,000 - ) — — ] — — e
< $ PSC
»n $120,000 - — — — — — 0
S SPC
3 $100,000 +- —7 —F — — — — — — — — — _
0 Vegetation Mgmt
< %8000+ — — — — — 0 1
k= m ROW Maintenance
€ $60,000 -
§ m Transmissn Line Maintnce.
$40,000 - _ _
$20,000 - m Joint Cost Maintnce.
$ || m System Maintnce. Mgmt
FY12FY13FY14FY15FY16FY17FY18FY19FY20FY21FY22FY23 Technical Training
Fiscal Year

Expense FY2012013 Actuals and FY20HY 2023 Ten Year Forecast
Transmission Maintenance

Nominal Dollars in ‘000

Rate Excludes
Actuals SOy Case FY1213

Program FY12 FY13 FY14 FY15 FY16 FY17 FY18 FY19 FY20 FY21 FY22 FY23 Total
Substation Maintnce. 28,056 27,726 31,112 31,777 32,889 34,040 35,231 36,464 37,741 39,062 40,429 41,844  360,58¢
SPC 11,651 11,869 13,100 13,381 13,849 14,334 14,835 15,355 15,892 16,448 17,024 17,620 151,83
PSC 12,637 17,623 16868 17,582 18,198 18,835 19,494 20,176 20,882 21,613 22,370 23,153  199,17(
Control Center * 18,686 19,398 19,708 20,024 20,344 20,670 21,000 21,336 21,678 22,025 22,377 22,735  211,89¢
Line Maintnce** 24,984 26,572 26,361 26,820 27,758 28,730 29,735 30,776 31,853 32,968 34,122 35,316  304,44(
ROW Maintnce 5,243 7,298 8,429 8,597 8,898 9,210 9,632 9,866 10,211 10,568 10,938 11,321  106,27¢
Vegetation Mgmt 16,141 17,928 17,135 17,471 18,082 18,715 19,370 20,048 20,749 21,476 22,227 23,005 189,57:
Technical Training 2,443 2,211 3,201 3,269 3,384 3,602 3,625 3,752 3,883 4,019 4,159 4,305 37,09¢
System MaintnceMgmt 4,879 7,076 6,434 6,574 6,804 7,042 7,288 7,543 7,807 8,081 8,363 8,656 74,59:
Joint Cost Maintnce 146 123 1 1 1 1 1 1 1 1 1 1 10
Expense Total 124,866 137,824 142,346 145,494 150,206 155,077 160,112 165,317 170,697 176,260 182,011 187,956 1,635,475

Caveats

The basis for this 10 year forecast is the FY2015 rate case budget for labor and materials. A 3.5% inflation rate halsebefen B)62012023.

*The Control Center forecast includes labor only and a 1.6% inflation rate has been appl¥2Df023.
**|ncludes both Woo®ole and Steel Linpsograms.

These forecasts are currently under review as part of the 2014 Integrated Program Review (IPR) process and will becapjiatetian with the IPR timeline.

Transmission Asset Managemestrategy
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TRANSMISSIONASSETMANAGEMENT
OVERARCHINGSTRATEGY
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1.0 STRATEGY BACKGROUND

1.1 Business Environment

Over the past few years, Transmission Senlesbeen maturingts asset managemergrogramwith a goal of
sustaining its existing assets to meet reliability and availability targets at optimal lifecycle costetroragset
strategies and asset plans for capital replacements and maintenance have®esoped for:

Alternating and directarrent substations
Control centers

Power system control/telecommunications
System protection and control
Rightsof-way

Wood lines

Steel lines

> I > I T I D

Sustainment planning is asset driven and takes into account the condition of the assets and the demandmplaced
them. Each of the prograstrategiescontainsa representationof asset health and risk of failure to the system

along with a strategy for mitigatingnyassociatedisks. The strategies provide the direction éatdressinghe most
critical assets fitswhile acorrespondingplanhas been developetb implement risks mitigationslow down or
eliminatecapital replacemenbacklogs, and reach optimiifiecycle management

. t1 Q&8 NI yaYAaarzy SELIyaizy LINRPINIY AyOfdzRSa AyoSal
output, improve reliability and meet load growth. The expansion prograriudes investments to interconnect

generation, meet customer servicequests and relieve transmission congestion. Projects range from minor

upgrades and substation additions to major transmission line additions. Included are projects that are tariff driven or
customer requested and that may be funded in part or wholly tstamers or a third party.

Expand investments are divided into four groups:

A Main grid, consisting of 50&ilovolt (kV) transmission and substation facilities as well as som&\34Hid a
few 230kV facilities.

A Area and customer serviceonsisting of faitities, typically 230 kV and below, that function primarily to
serve customer loads at their request.

A Interregional paths consisting of 500 kV and some lower voltage lines and facilities that interconnect with
transmission providers and generating resoes outside the Pacific Northwest.

A Upgrades and additions;onsisting of upgrades to substations, line capacity, hardware, software and other
electrical equipment. This includes the myldar project to modernize and upgrade the Celilo Converter
Station and the Pacific Direct Current Intertie north of the Califor@segon border.

Transmission Services also funds capital investments in information technology, environmental work, nonelectric

facilities fleet,and security enhancements in support of tharismission program. These investments are
addressed irseparateasset strategies for these asset types due to the unique drivers behind the investments.

Transmission Asset ManagemeSitategy
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2.0 STRATEGY FORMANAGINGTRANSMISSIONASSETS

2.1 Current State

The majority of the transmissiolystem and its high voltage power lines and substations are more than 40 years old.
It was designed to move power from known points of dispatchable generation to stable predictable load centers.
The environment has changed dramatically over the years agdadps to the grid are now critical to keeping up

with the demands. Insufficient modernization has been performed over the past two decades.
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infrastructure, including equipment failure and technological obsolescence risks, and managing funding, labor,
outageavailabilityand other constraints to implementation. These challenges are made worse by years of
underinvestment in replacing arrénewing the system. Some equipment, such as critedatommunications

components, is technologically obsolete. This means that interoperability problems are arising and vendor support
and spare parts are less and less available. Some transmissionassetsre than 25 percent past their design life,
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structuresor other canponents that are over 60 years old. Over the years, long asset lives have enabled BPA to

push replacements farther and farther into the future. This provided BPA with flexibility to address expansion needs,
budget and rate pressures, and unplanned corgimgies. However, persistent delay of investment has resulted in a
substantial backlog of replacement needs, higher maintenance expense and higher risk of equipment failure and
obsolescenceTo illustrate, Figure 1 indicates that an estimated 60% of Stexd bre approaching theoretical end

of-life.

LY wamn .t!Qa ¢NryaYAaarzy

organization participated in a Figure 1

benchmarking study conducted by 1st Steel Transmission Age Demographics
substation assets and capital program 3000

with other North American utilitiesush .

as the Tennessee Valley Authority, 2500

National Grid and Pacific Gas & Electric.

In general, the results showed that ® 2000
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substations of most other surveyed 2 0 - DT1oky
utilities. Overall, capital spending at BPA 3 B230-345kV
is lower than averagend therate of 5 1000 B 500kV
replacement is lower than most other

utilities benchmarked. 500
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increases the likelihood déilures that
couldrequire costly outages with

accompanying high emergenagsponse costs
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An example of the volume of equipment determined to be past its optimal life cycle is shown in Figarer2s
may alsdead to unplanned customer outagesth regionalimplications. Many existingassets are also not designed
or constructed to withstand potential operational, physical, cyber and natural disaster threats.

Figure 2
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In order to target these priority replacements, it is vitally important to have a complete and accurate inventory of
the ageand health of transmission assets.

Transmissiof S NJ&gsé &@ister, known as the Transmission Asset System (TAS), forms the foundation for the
Transmissin asset management program by providing the data and information necessarioritize its

maintenance and replacement prograniie past few years has been focused on defining the requirements and
refining processes to support data gathering and analysis.

In FY2013, emphasis was placedeveloping hardened business prases to ersure all incoming and outgoing
asset data is processed in a manner that is consistent with good data managdmaaTsmission Services created
the Asset Data Management (ADM) organization to develop, manage, and drive continued improvemepbih sup
of this effort. Since its inception, the ADM group has been asseggngpmpleteness and accuracy of the asset
data that is stored iTASMultiple audits have beeperformed to understand the accuracy ofroent asset data.

This has resulted in aetier understandingof data completeness and accuraamydthe development of plan to
address inaccuracids in processA standardized process for requesting changes to the assetdlog ©ASsystem

is in place to facilitatenonitoringand categorizig the requestdor asset changegyioritization, resource
assignments, and dap-day work progres.

Thedatabaseplatform was enhanced in FY2013 and data was reconfigoredtter meet the business needs for

the systemprotection andcontrol, substations, andoower systemcontrol equipment.The gogram has now been

extendedto include transmission line assets and is interfaced withBhterprise Geographic Information System
(eGI1$ for a geographical representation of those asset requirements

In addition to having accurate and complete asset data, development of a sesatha&anagement strategy is

contingent upon having the capability to analyze the data in order to trigger asset management life cycle activities,
such as increased maintenance or deferral of replacements. A Reliability Centered Maintenance (RCM) group in
Transmission Services is being established to serve this critical need. The scope of this function will be fully defined
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once the ADM group has cqieted developing the requirements and processes for asset data collection for the
specific programs. It is expected that improvements in analysis will resulhiore robuspreventative
maintenanceprogramthereby decreasing corrective maintenance dhd higher costs associated with it.
Specifically, the RCM function will improve asset management through the
I Developmenof algorithms for criticality, health, and risk of equipment

Determination of the balance of corrective vs. preventative maintenance
Understanding of failure modes and for setting maintenance frequency and tasks
Establishment of condition based maintenance triggers
Monitoring of the efficiency and effectiveness of the maintenance program
I Application of maintenance tasks and triggerpéelredent on manufacturer and model, application

and health as determined from predictive analysis

—_—) ) =) —)
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2T 0 KS fetydea Goitiauad ihpkovement in aligning O&M activities with asset strategies is underway to

ensure cost effective asset lifecycle management is achieved. Management and implementation of O&M activities
are highly data dependent, and without good data caeate a situation of either over spending by performing too

much maintenance or increasing risks by unghintaining. As mentioned previously, asset register data is being
improved yet is not in the state needed to adequately inform O&M activities ersteffective life cycle basis.

Once fully established, the ADM aR@M functions will provide the data and associated analytics required to
determine the appropriate maintenance strategy basedcdticality, health, and riskaformation.

Transmission Servicesfaced with the challenge odipidy evolvingechnology inseveral different programsuch
assystem teleommunicationssystem protection and control, and control centeB® A hagenerallylagged behind

the industry and istarting tofeel the effects of this delay. Maintaining system and equipment operability with
multiple older vintages of equipment has increased the inventory of equipment needed for spare parts and creates
additional insances of equipment failure and system roigerations. Costs for maintenance and inventory are up
substantially as a result. In addition, while some equipment may still be in fair or good condition, the lack of vendor
support and replacement parts makeggdrs very expensive and increases the potential for outages of
unacceptable duration.

In addition, there are many new technologies that would provide Transmission Services with flexibility on the system
for performing replacements and O&M activities mout requiring an outage. Transmission Services is focused on
identifying and implementing technologies that would reduce the number and the duration time of outages for
maintenance, repair and replacement. While Transmission Services has begun foitisitefpartner with Electric

Power Research Institute (EPRI) to develop a technology research and development roadmap, this effort is just
beginning to reach a functional level.

.t 1 Qa St SOGNROFTE NI #iiateACastadia Fubdudien Zéhe, widely re€ogn@éd aSaRseismi
hazard that can produce very large earthquakes of magnitude 9.0 or gr@tierplaces transmission facilities at risk
of potentially severe damage and loss of operation during seismidgvenorder to mitigate this risk, BPA adopted

a seismic design standard that specifies how to design and strengthen transmission facilities to withstand the
hazards associated with seismic activity. The seismic standard provides design requiremenii ¢nable

essential electrical facilities to remain in service or be capable of being returned to service in a reasonable and
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timely mannerMuch progress has been made in improving the resiliency of the transmission system including the
recent installaion of a firstof-its-kind support system known as base isolation technology on a critical transformer
on the Vancouver, Washington Ross Complex. This-efétes-art technology will decrease the likelihood of

damage and increase the likelihood of systawvailability during and after a major seismic event.

Thecontinuity of operationsprogramas applied tdaransmission assets is being implemented in the areas of critical
business function redundancy, critical equipment anchoring, rigid bus riser replatesne river-crossing

mitigation. Abuilding seismic strengthening program is included in the Facilities Asset Management Strategy.
addition, sparing strategies for critical equipment are being developed in conjunction with federal continuity
directives.

Currently, several transmission paths are at or near their capacity limits, which can force changes to the optimal
dispatch of generating resources and lead to higher regional costs for delivered power. Further, a heavily loaded
sysem constrains the t ! aflildy to schedule outage time for needed maintenance, repairs and replacements.
Increased congestion requires that new capacity and flexibility be added to the system to meet tariff and regulatory
requirements and provide adequatefficient and reliable service.

The backlog of underinvestment in the sustpingrammakes it imperative for the Transmission Asset Management
Strategy to incorporate a solid approach for prioritizing its resources towartitgatimg the most critical risks.
Transmission Services is in the process of evaluating all sustain program strategic alternatives on the basis of
reducingtotal economic cosfThis leadingpractice involves assessing the health condition of equipment, the
likelihood of equipment failure and the potential for line derates and outages should equipment failure occur. The
method produces a riskformed prioritized program of replacements and internal process improvements designed
to minimize BPA costs and ¢ommer value losses from equipment failures over tindn example of process for
evaluating costsising this method that was completehliring the development of the Integrated Control System
Strategy (ICSS)shown inHgure 3. This effort
resulted in avaluable integrated strategic
approach for better coordinating the
equipment replacement for @ver system
control/ systemtelecommunicationssystem
protection andcontrol, and associated control
center assets.
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Srategic alternatives using this method have
been developed for remedial action schemes
andalternating current substationassetsThe e
steel lines,wood pole lines, andrightsof-way
programs are currently undergoirgyaluation

in an integrated mannerTheeffort will be Figure 3
extended tothe control centers in the 2014 loss
2015 timeframeOnce all program strategies
are developed on the same platform, it wallovide Transmission Services with the abilitgt@luate and prioritize
sustain investments acrosdl programs and make tradeff decisiondo ensure the most critical replacements with
the highest level of risk from an economic perspective are addressed first.
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BPA has recently adopted the same method to prioritizexglansion prgects across BPA, includitransmission
expansion projects. The initial effort, due to be completed in January 2014, will produce a portfolio of prioritized
expand projects across all of BPA for the FYZMY timeframe that provides the greatest economic value across
the region.

DA@SY GKS Odz2NNByd aidaladsS 2F ¢NlryavyiaarzyQa lFaaSdaz Gc¢«
greater number of replacement projects is more important than evean3missiorServices has been working
steadilyover the past few years to create the to@sd processeseeded toprioritize projects, identify resource

levels, and manage all aspeotsits total capital program from project identification through project execution
Improvements have been implemented and more are in the works. For example, the Demand Planning effort now
provides visibility into the resources needed for projects on a three year horizon, yet obtaining the additional skilled
resources to execute thgustain replacement plans at required levels continues to be a challenge.

¢KS ONBFIGA2Y 2F GKS /2yiNIXOG alylF3aSYSyid hFF¥FAOS o6/ ahd
firm has increased the level of execution for large expansion poj@ar the past several yearEvaluations of

how to expand the contracting capability to address sustain projects consisting of multiple replacements of smaller
equipment across wide geographical areas are underway.

Over the past few years, improvements in project tracking and reportioly have beemade but continue to be
mostlyindependent of each other. Recognizing the importance of a visible-firasdonal and comprehensive
system, TransmissidBervicds curently working on the development of a prototype systenfitbthis need The
system will provide a centralized view of asset program information fs@mningthrough execution, alignment of
data across multiple systems and sources, and customizahtescs for views, modeling, and management.

Althoughthe past few years have seen the implementation of sustain projects slowly trending upwards,
replacement hastill lagged behind expansion projects, and investment in snistgithe existing infrastructurbas
still not caughtup with depreciationSince 2009, the rate of undexecution in the sustain programs has ranged
from 9% to as much as 30%. The effects of this impact both the operation of the system and plannedanaate
activities, anchave contributed toa perpetual problem oémergency replacements and high maintenance costs.

Executing the sustain projects at optimal levels is a balancing act in many ways; between outage requirements and
customer demand foavailability, between resources that are shared by both expand and sustain programs, and
between keeping rates low and reserving access to capital funding and spending what is hecessary to replace assets
based on recommended strategies. Recent focus, not by Transmission Services but BPA as a whole, on ensuring
adzaldlr AyYSyid 2F GKS aeadsSy A& RNAGAYy3I GKS ySSR G2 YI |
transmission system and the Pacific Northwest region are minimized.

With the recognitim and understanding of the critical impact of these constraints to the execution of most of the
sustain programsa focused effort towards improving program development, resource forecasting, and expediting
project approval was undertaken F2013. Lessos learned and resulting improvements made early in FY2013 led

to widespread acknowledgement among the planning and execution organizations that the changing nature of the
capital program (from fewer large expand projects to many more small sustain piojemid accentuate known

and anticipated pinch points during the execution phases of design, construction and commissioning. Gaps between
planning and execution were highlighted and resource and other constraints restricting capital program delivery
were made visible.
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As FY2013 performance continued to lag projections, a team of managers and subject matter experts representing
the engineering, planning, and operations organizations worked to reach consensus on the capital program
improvements needednd an approach foclosing gapsThe recommendation was approved by Transmission

{ SNIIAOSaQ SESOdziA@Sa FT2N) 2y3I2Ay3 F20dza I yR RSGSt 2 LIS
Accomplished".

1. Early Scope Development
In recent years, Transmissi@ervices has developed the detailed project scope during the early design phase.
Problems discovered at this relatively late point in grejectlifecycle delay execution of the specific project
and all other dependent projects. Examples include:
A inadequae land rights
A insufficient substation yard and/or control house space
A delay in cultural resources review and environmental approval
A supporting infrastructure deficiencies such as station service, battery/charger capacity
2. Additional Contracting Opportities to address key resource constraints
3. More effective planning and utilization of outages

The Get Work Accomplished (GWA) core team has identified additional hurdles to capital program delivery. These
include:

A Environmental/Cultural Resourcespxpval

A Land Rights, Land Acquisition and Right of Way

A Levelize and more effectively manage workload

A Staffing

2.2 Strategic Landscape

In FY2013, Transmission Services executives held several internal workshops to discusyvandteethe strategic
direction for the Transmission Services program, focusing on the next five years. In recognition of the demands and
challenges placedupah N yaYA daizyQa laasSiazr 2yS 2F GKS F20dza | N
While key strategic landscape issues were categorized into four distinct areas, all of the areas are interlinked and
improvements in any one must be aligned with thtbers in order to claim success.

The workshopsesulted inthe identification of a set of Transmission Strategic Priorities. The Transmission priorities
arefocused on improvements toetter meetBPAand NI YA YA aadA 2y { SN asdiress 6 dza A y S
transmission anenterprise risksn the following areas:

A System Infrastructure

A System Operations

A Commercial Success

Figure 4

System
Operations

System
Infrastructure

All three priorities above must be evaluated in the context of
achieving the fourth priority oBystem Reliability Compliance

seeFigure 4.
( g 4 System Reliability

Compliance

TheSystem Infrastructurestrategic priority is focused on Bufiii"s'?i’ui'i'ess
addressing the challenges and issues currently being faced in
the implementation of the asset management program and as
such forms the basis for this revision to the Transmission

Ass¢ Management Strategy
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TheSystem Operationstrategic priority specifies the need to sustain operational stability and enable system
flexibility. It reflects the need to address the needs of commercial customers while supporting reliability. This is
contingent upon having a platform of healthy ass&BA must balance system reliability with an acceptable level of
risk in order to ensure the infrastructure needed to support the operations of the transmission system is healthy.

Overthe pastfewyeals (G KS St SOUGNRO dziAft Adleé AyRdzaidNER KlFIa akKA¥Fas
importance alongside reliability and the need for themmercial Succestrategic priority was identified in

response. Transparency of system constraints and utbzatind understanding of customer needs, is fundamental

to driving future decisions for products and services, system operations, system planning, system infrastructure, and
new technology deployment.

New and eveincreasing regulatory compliance demarmsng placed on how BPA Transmission and other utilities
create, operate, and maintain their transmission systems led to the need fa@theem Reliability Compliance
strategic priority. This priority is directed towards embracing required complianderpeince as a key means to
enhanced transmission system reliability.

Transmission Services is in the early stages of developing the strategies and implementation plans for these strategi
priorities. Particular attention is being paid to ensure the Tvaasd a A 2y &G NJF G SIA O LINAR 2NR G A
strategicobjectivesand enterprise risksand are alsontegrated with each other to make certain that the outcomes

of the priorities are achievable by staff througiha@ance of workload and resoug;ene2 ¥ . t ! Q& (2L) Sy
risks.

2.3 Future State
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gaps to be closed araldetailed planning efforfor how the key objectivesral outcomes are to be reached are the

focus of an FY2014 Key Transmission Target (KTT).

System Infrastructure; Assets and Technology:

Significantly improved annual program delivery levels of 90% for Sustain and 80% for Expand, substantially advance
asset management quality and systems, robust project integration, and implemented technology strategy and
governance, together preserve aadhance the reliability and availability thfe existing and future transmission

system infrastructure.

System Operationg Stability and Future Flexibility:

System reliability is preserved and enhanced, confidence in firm transmission delivery isdnca#ilence in
optimizedavailable transfer capabilityATCQ is increased, and abilities to proactively manage congestion and system
events are improved, based on a platform of integrated analytical capabilities that advance operational planning,
outageflexibility, system management, and alignment between system operations and internal and external parties.

Transmission is a Commercially Successful Business:
Transmission is a commercially successful business that delivers valuable products andateogbeffective rates
and demonstrates regional leadership

System Reliability Compliance:
Zero violations of NERC compliance standards rated as high risk or as a severe or high severity level, and zero repe:
A2t GA2yas a2z O Kiising BPA AdnénistiafSrlaidhiorities &ré gfesérwtdrandsenhanced.
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The future envisioned in the Transmission Strategic Priorities pushes Transmission Services towards a more
integrated and comprehensive state whesgstem reliability and compliance, availability, operational and
commercial requirements are all balanced appropriately and supportedWsllgplannedsystem infrastructure.
Towards this end, the system infrastructure strategic priority aims towardsragediimprovements in two main
areas, program delivery and asset management.

The Transmission Strategic Priorities specify the key outcomes expected to be achieved by 2018.

TheSystem Infrastructurdransmission Strategic Priority provides the vision for the Transmission Asset
Management progranfor the next three to fivegyears.To substantially improve upon the state of the Transmission
System Infrastructure will require significant progress in fovgrlapping areas, as illustrated by the diagram in
Fgureb. Program delivery and asset managememe two areasof focus for the 2018 vision of this strategic priority.
These two areas are affectdny, and affecthe need to
improve project integratiorand technology Figure5 (I e S v
management. bl Asset

Program
Delivery

Management

Sustain
Program
Delivered

Program DeliverySignificantly improved program
delivery levels of 90% for Sustain and 80% for Expand
with major progress in Sustain delivery that does not
come at the expense of Expand, through a focus on
comprehensive defery.

Asset Life-
cycle
Delivered

Asset
Inventory
& Health

Project
Integration

Program
Delivered

Asset
Strategies

Flexibility

Key work will focus on reduction of constraints, be
supported with approaches integrated across
organizations, implemented effectively advane
across the immediate mid- and longterm timeframes.

This key outcome is the central focugioé strategic @
priority for systeminfrastructure. The supporting work

in assetmanagement, project integration and

technology must enable, not detract from or impact,

the fOCUS on delivery Of therpgl’ams. [ Support Capabilities Deliver: Process/Function, Systems/Tech., PeoplefCulturefStructure ]
There are three subutcomesto be achievel to delive this endstate:

1. Sustain Program Delivereteasured by each program with delivery at 90% or better annually, scope metrics
developed and implemented that are at 90% or better annually and milestones met 90% of the time or higher,
with 100% of the workeady by July for the next fiscal year and additional work (reserve / shovel ready / move
in ¢ move-out) ready by October 1.

2. Expand Program DelivereMeasured by each program with delivery at 80% or better annually, scope metrics
developed and implementéthat are at 80% or better annually and milestones met 80% of the time or higher,
with 90% of the work ready by July for the next fiscal year and additional work (reserve / shovel ready / move in
¢ move-out) ready by October 1.

3. Outage FlexibilityTechrmology and other approaches are developed and implemented that support outage
management approaches to reduce the impact and duration of outages andeffeit on project timelines
such that the metrics for program delivery are met.

Transmission Asset Managemestrategy
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Achieving thee sub-outcomes will be based ogignificantly improved project integration that will improve
coordination betweerplanning andoroject executionthrough more preciseesourceplanning and work plan
development project management improvemenand procesgreduction. The improvements will be measured by
changing from the current metrics tdtal capital programdelivery,capital milestones, and Capital Allocation Board
(CAB) targets, to more disciplined measures of delivery for each program, milestonéahdiste=d by programs,
and CAB targets.

Technology will impadhe delivery of the outcomei the longerterm by improving the transmission technology
roadmapthrough: effective investment in sustain technologies of field practi@eslIT initiatives ér project
managementesourceplanningandwork plan development.

Delivery of the sustain and expand programs as a key outcome for the System Infrastructure strategic priority is
based on several key aspects, but primarily on the incrempagram regiirements for work needed to address the
aging system and the challenges to daténcreasing delivery to med¢hat requirement.Thishas important
implications across all the strategic priorities of System Operations, Reliability Compliance and Cdrisuecess.

2 KATS GKSNB IINB Ylyeée {(Sé& 2dz2i02YSa NBIljdzZANBR FT2NJ RSt A¢
these was based on reducing focus across many areas and investing in those assessed as having the largest impact
the three to five yeatimeframe ofthis strategy

Project Integration Broad, disciplined ownership and application of imprgu&gect prioritization, management,
portfolio development, program integration and other standard practices, significantly improve Asset Management
and Program Delivery.

Improvement in project integration will address shortfalls in how projects are managedsabessset
managemenprogram, plan, design, build continuum. Project integration ties Asset Management and Program
Delivery together resulting in progress in addressing major gaps such as early and effective resource strategy
planning and project scopingnanagement of BPA and contract resources, State and Federal permitting, and
improvements in PlaiDesignBuild throughputt N2 INBaad KSNB gAtf SylLofS aakz2@S
approaches that will increase project efficiency.

While success in impvement efforts over the past few years has been realized such as developmentagktie
programs, the creation of th€ontract Management Offic€MQ andProject Management OfficMOQO,
inspections, contracted panel construction, adourceplanning significant change continues to be needed in
project coordination, scoping, and pmnstruction activities.

Asset ManagementA substantially improved Asset Management program achieves thresukeyutcomes: asset
register is complete and of high ditg, including asset inventory, performance and health; asset strategies and
associated asset plans are informed, deliverable, measurable, and incorporate system needs, customer needs and
priorities; and asset strategies are transparent, owned and supddy business processes resulting in a mature
asset lifecycle approach that incorporates operations and maintenaMhaiatenance, repairs and replacements are
performed at the right time based on performance, cost and risk.

Transmission Asset ManagemeSitategy
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There are three sulbbutcomes to be achieved to deliviére end-state:

1. Asset registerProgress in this key stdutcomeis:
A Asset inventory with determination of criticality is established and processes for maintaining are
developed and functioning for 40 100% of assets
A Asset health information is based on criticality and priority determination fortiwals of assets

2. Asset strategy qualityResults in this key sulutcomeare:

A Scenario an@nalysis capability that produces defined capital and O&M viistk based on
Transmission system and health, such that the full range of analytical capabilities to saggmirt
strategies is in use

A Strategies that fully incorporate customer input, commercial, and economic aspects

3. Asset lifecycle maturityThe endstate in this key swbutcome is:

A Dictating RCM Program with standards so that O&M work is optimized

A Accurate and completesaet trend analysis is fully utilized,

A Asset strategis for core sstain are established through total economic cost modeling basequality
data and thorough analysis so that backlog is reduced to acceptable risk, allowing the djmimoza
maintenance and capital

A Transmission asset management will be balanced against Bff&assetcategories, resulting in a BPA
level prioriti2d investment portfolio

These sulputcomes will be delivered in the immediatend midterm timeframethrough implementation of:the
Transmission Asset System ; initiation of the Transmission Asset Portfolio Management (TAPM) project with initial
operational capability set and achieved; and work practioggovements in areas such gsategic capability

planning demandplanning contract approaches, and project portfolio developmehtchnology investment to

support this key outcome will invest condition monitoring, inspection assessment, maintenance, and

incorporating technology to reduce the number of outages and time needed for maintenance, repair and
replacement activities.

Improvements in Asset Management will be measured by changingtiie current metricso more disciplined
measures otritical asset data, actionable standards, and the measiareBrogram Delivery.

TechnologyExisting and emerging technologies are developed, integrated with Transmission business and asset
strategies, and applied to improve the transmission system by leveraging the Transmission technology roadmap,
central technology governance and partnershighwBPA Technology Innovation, EPRI and others.

Progress in this key outcome will be in two areas:
1. Driving technology to meet needs by identifying areas in which new technolaggeseededand bringing
academia, industry and other Federal Agencies t#ble to produce technologies that meet that need.
2. Much more effective utilization of existing technologies that are already available and have not yet been
implemented with TransmissidBervices

Results in this key outcome will enable Transmissideuwerage existing technologies such asgorMeasurement

Units (PMU)nd advance in new technologies, for example in emerging advanced electronic controls such as Inter
area Oscillation Damping Controls and Respéssed Voltage Stability Controls andvimg to major operational

tools such as Dynamic Line Rating and other cutting edge applications.
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Impact to Other Transmission Strategic Priorities

Overall progress in all four outcomes envisioned by the System Infrastructure Strategic Priority is supported by, and
significantly impacts the outcomes of the other Transmission Strategic Priorities (System Operations, System
Reliability Compliance and @mercial Success). As the outcomes for the System Infrastructure strategic priority are
achieved, major progress will be made towards system reliability in many key areas due to advances in system
health, maintenance and in system availability as a refu¢ducedunplannedoutages, increased system

flexibility, availabletransmissiorcapacity,systemoperatinglimits, and expanded opportunities for commercial

success.

3.0 STRATEGYIMPLEMENTATIONPLAN

3.1 Implementation Plan - Strategic priorities and supporting initiatives

Over the past few years, key initiatives have been initiated to close major existing gaps in Transmission Services
program delivery and asset management capabilities. An asset management roadmap of key initiatives has been
devebped with a focus on alignment and integration. These initiatives are well underway and are expected to
support meeting the outcomes of the System Infrastructure Strategic Priority. The progress of the key initiatives is
being measured and tracked through=Y2014 KTT for Asset Management. Beyond these, the identification of a
strategy and plan for fully meeting the outcomes of the Transmission Strategic Priorities is a focus for FY2014

Initiative:
Gap(s) being addressed:
A Deficiency in asset information and systems
A Maintenance / replacement decisions
A Implementation of changes to maintenance standards
A Effective asset trend analysis

This initiative is focused darthering the development in the Transmission Asset System (TAS) and the Asset Data
Management (ADM) function towards th@leancanent ofthe Transmissioasset registerThere are four main
areas of focus over the next three years.

1. The initial focus ismcontinued development od hardened business processensure all incoming and
outgoing asset data is processed in a manner that is consistent with good data management.

2. The second area of focus is on the completeness and accuracy of the asset taatieed inthe TAS
database Theplan includes identifying the accuracy of current asset dbite degree of accuracy and
completeness will inform decisision how to correct the inaccuracigghe approach could be a complete
inventory or an approacthtt corrects the inaccuracy in the normal course of operation.

3. Thethird focus will be on understanding and prioritizing requests for additional functionality or data gathering
requirements othe TAS system

4. The forth focus will be two fold, but done parallelin order tomaximize the return on effort.

a) Gain a better nderstandingof what information is needethat is colleted external toTASand how to
connect those data sources with tHASdata.

b) Understand what new processes will be needed toeittollect new data or use existing data
differently.

Transmission Asset ManagemeSitategy
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The above focus is understood to be subject to the prioritization of the changing compliance environment and will
need to be adaptable.

The goals of the ADM program forZ6Y¥4 are to:
A Establishmetrics for accuracy of data and the volume of work queued up for the ADM group to process, also
1y26y +a GKS aol O1f 23d¢
A Create a quality management plan for the ADM group.
A Document the rationale for defining and managing the maintenance activities fohitjteest risk/most
critical asset type per asset category (Lines, Subs, SPC, PSC).
Establish the process for reviewing and managing the change of the items in bullets 1 and 3.

Initiative:

Gap(s) being addressed:
A Maintenance / replacemerintegrated decision approaches
A Implementation of changes to maintenance standards

The Transmission Maintenance Program performs regularly scheihgpéctiors, testing and monitoring,
preventative maintenance, and corrective m@nance as needed. Even so, it is recognized that a more robust
maintenance strategy, fully aligned and integrated with the asset life cycle is neEdeglan to further develop
the maintenance strategsnust ke sequenced with efforts to:

1. Developpolicies, processes, and procedures needed to implement an accurate asset refistse policies,
processes, and procedures are a prerequisite for an accurate asset register and are currently being
implemented They arexpected to be substantively complely the end of second quarter E§14. The
ADMorganization should be operational using the above policies, procemseqrocedures by the end of
FY2014. The ability to maintain and modifyansmissiorasset data accurately is the cornerstone needed to
address both existing compliance requirements and maintenance strategies.

2. Establish a reliability centered maintenance function to conduct asset performance analysis that will inform
asset management strategies.

3. Keep pace with the evolving compliancgu@ements work to develop a plan to delivertied { @ 3 1 S Y
wSt Al 0Af A Gstratehi@pridrifytiat isfadi®iational to developing and inteding maintenance
strategies.Qurrent compliance requirements dictate specific maintenance requirementsTaadsmission
{ S NIabilinbté réact to the changes that the industry is facing must be addressed for the long Téwen.
plan development is expected to be completed by the end of FY2014.

4. Develop and integrate thasset strategiessing the common platform based on reducing total economic
cost currentlyunderway(see TASI below). This effort not only will identify data requirements for the asset
register butwill also inform the maintenance strategias a driver on repair/replacgecisions.

With results from the above efforts, Transmission Servicedegm to consolidate theerequirements to guide in
the development and integraton ofthe asset managemersdtrategies.

Initiative:
Gap(s) being addressed:
A Need for a singlassetplan that is aligned across Transmission
A Sustain programs are not integrated within and between programs
A Challenges in ensuring investment decisions incorporate market and customer aspects
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In reent years, Transmission Services employedn industryrecognized consulting firo facilitateits sustain
programs through the development of strategic alternatiuseng an economic valdeased approach that not only

I RRNB&da GKS Nangniisaion $yistér lyuethe region& dsksiaddell. The approach quantifies all failures,
outages, and line derates and aggregates their associated costs so that equipment replacements can be prioritized
based on total economic value. Included in the stgitealternatives are recommendations for process

improvements that have been determined to add value and potentially cut costs.

Once completed for all sustain programs, the result will be an integrated model that provides Transmission Services
with the ability to target the most costly risks across all programs. Currently the strategies and resulting planning
models have been integrated for the system protection and control (SPC), power system control (PSC), system
telecom, and remedial action scheme (RA&uipment. Over the next two years, work will continue to build and
integrate these models for the rest of the sustain programs. It is expected that by 2016 all sustain strategies will
have been developed using this approach and the tool for aggregatitgnsmission assets will be available for

use in making trade off replacement decisions.

Specific process improvements have been identified for the four programs that have been evaluated and are
currently in the process of being implemented. The FM2QLT is tracking the progress and achievements in

A Improving the state of the equipent documentation in thdield for PS@quipment

Enhanced training for PSC staff

More rigorous testing of PSC and SPC equipment prior to field installation

Development ofpolicy and plans for RAS automation

Development of plans for addressing RAS complexity

> > >

Initiative:

Gap(s) being addressed:

A Need for a singlassetplan that is aligned across Transmission

Lack of a dynamiand adaptive work planning process

Metrics that do not accurately forecast program delivery with sufficient lead times to resolve shortfalls
Need to incorporate demand planning and capability planning as part of asset strategies, IPR budgets, and
asset plas development

> > > >

The TAPM initiative is focused on three primary areas of improvement:
1. The development of @omprehensivesystemthat will compile forecasted work for program planning,
approval and funding, execution planning and status reporting.

A In FY201£2015 the TAPM project team will be developing and tes#rgystem prototype. This will be
converted into an enterpriséevel, IT project beginning in FY2eAG16

2. Application of the Lean methodology to the capital project process, the business pfocpkmning to
execution of capital work.

A Focus will be on streamlining processes and eliminating waste anstaloeadded work from targeted
sub-processes.

3. Continue improvements in the process to identify and analyze resource requirements for impiegnen
asset plans, known as demand planning and strategic capability planning.

A In FY2014, this effort will identify and deliver on improvement opportunities to support managerial use
of demand planning scenarios and to further reduce the effort requirectéate demand planning
scenarios. Improvements may include, but are not limited to: shaping demand, customizing capacity
constraints, statusing work in progress, adjustable resourcing, scenario automation, integrations with
project portfolio creation and wrk plan management and control.
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Initiative:
Gap(s) being addressed:
A Project management capability and the Plan, Design, Build (PDB) throughput required for project delivery.
A Programdevelopment that has not fully incorporated key resource constraints in both budgeting and
delivery resources.
A Need to incorporate demand and strategic capability planning as part of asset strategies, IPR budgets, and
asset plans development

Continuedprogress is planned for building the capabilities of the Transmission Project Management Office (PMO) to
facilitate the successful execution of increasing number of projects. In FY2014, the PMO will focus on the following
program elements:

A In mordinationwith improvements in demashand strategic planningmprove the accuracy of the annual
resource availability forecast for existing groups and add other groups not currently reporting in the capacity
planning tool

A Introduce the concept of Project PortfolManagement in order to improve the ability to deliver the

maximum amount of productivity within the Transmission Capital Projects Organization (at large). This
includes the transition away from managing smaller disparate work items, to delivering coraptéte

integrated project solutions

LYLINR@ZS aLINR2SOG (SFYéeé NBfFGSR LINPOSaasSa | yR LISNJ
effectiveness and efficiency

Create an objectivdriven PMO, staffed appropriately

Implement a newer version of igliosoft Project to enable workflow + process integration

Prototype enterprisewide solutions for managing project deliveagross the capital project organization

Focus for FY2015 and beyond:

A Identify and mitigate portfolio constraints and manage portfdéigel risks through a centralized strategy
and process

A Allow room for experimentation within the project management arena to establish a clearing house for best
practices in terms of process systems and job aids.

A Create Communities of Practice and devedtgndards and best practices within these communities

> >

Initiative:

Gap(s) being addressed:

A Project management capability and the Plan, Design, Build (PDB) throughput required for project delivery.
Contracting approehes that were designed for larger expand projects, but do not meet the needs of the
adzadF Ay LINBPANIYQa avYlFfftSN LINRP2SOGa

Scope definition challenges as projects are planned and designed that impact build

Major impact of outages, land, State and Federal permnd other constraints on project delivery

Challenges in resourcing the work of planning, designing, and building with current BPA and contracted
resources.

> >

> >

Thisinitiative is in direct support of addressing the constraints impacting the ability to fully implement the sustain
programs strategies as currently defined. Three specific areas are being focused on to close the execution gaps
experienced by most of theustain programs.

1. Early Scope Development

Early scope development (ESD) will be conducted during the late planning phase, utilizeigfBtw contracted
2 ¢ Y SeNginder subject matter experts to identify and address gaps between planningxacdtion that reduce
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efficiency and effectiveness, particularly in accomplishing the core sustain TWoskwill have the benefit of

providing time to detect problems and apply mitigation when performed two to three years in advance of execution,
therebyreducing delay and inefficiency during executibny F RRAGA2Yy S o0& LISNF2NXAYy 3 |
point in the project lifecycle to test dependencies and coordination with other projects in the portfolio related by
location or systems integratiowill further reduce delay and re/ork during executionApplied over the long term

Early Scope Development and programming will provide the necessary integration and visibility to optimize and
sustain these improvements.

Current ESD progredsnder theTransmission®h (HadzA Rl y OS> .t ! Q& Ay ( Schdffacted Sy I Ay
engineers scoped the high priority FY2014 new start proj&aparately, thesystem teleommunications planning

and design organizations joined forces to scope proposiedommnunication projects (e.g. radio stationghe GWA

core team observed scope development of projects by RRand contractedengineers to document the current

effort, identify additional opportunities and prepare recommendatioligs expected that an ganizational home,

as well aglarification of roles, duties and performance expectations of the ES[pragdamming functions are to

be determined in FY2014.

2. Pursuing dditional contracting opportunities
In FY2014the GWA core teamwill be investigatig several options for meeting program needs with additional
contracting opportunities, such as contracts to manage multiple smaller projects and/or supplemental labor.

3. Outage Planning and Utilization

The GWA staff willvork with Transmission Operations @utage managemernwith a focus towards:
A Master planning
A Coordination of outage requests
A Tools to assess outage risks

Initiative:
Riskbeing addressed:
A BPA enterprise risk of business continuity

To meet the mission essentiinction (MEF) of delivering power to load in a reliable manner, BPA needs the ability
to restore service following disruptions to the grBPA can better meet the objectives of this MEF with the
capability of knowing what critical spares are availableesg they ardocated andhow to best delivethem to

field sites during an emergency.

The FY2014 Asset Management KTT includes an initiative to develop a Transmission Critical Sparem8trategy
createa unified way to access critical spares inveniafgrmation. This will serve to addresst | Q& [/ 2 y (i A y dzA
Operations objectives andill A y ONXB | & S -ternt abili®ydo rdstdrg’ sgrvice following disruptions to the grid by
ensuring critical spares are properly positioned with viable trarsgpion alternatives. By the end of FY2014, it is
expected that the Critical Spares team will have:
A Performeda gapanalysietween therisk assessmertompleted by theEnterprise Risk Managemegitoup
and the existing Emergency Minimum Stock (EMS) policiesraated a strategy for closing the gaps
A Caoducted and assesd a sample inventory at field sites and warehouses of critical spares/EMS to validate
and determine accuracy of existing inventory data for count and locatimhincorporate results into the
strategy
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In addition to realizing improvements in program delivery and asset management fundamentals, results of many of
the initiatives listed in the previous section are expected to yield greater efficiency and praguatiVransmission

staff. Examples of the process performameetrics Transmission Asset Managemaenitl be monitoring and

measuring include:

TAS Lines project

The purpose of this project is to improve upon the statéirdsassetdata and condition Currentlydataon
transmission line demographics, health, utilization, performance and costs is often incomplete, inconsistent in
quality, or siloed between business functiofitie project is directed towards providing a solution to support
meaningful aalysis on lines assets that will lead to better investments and maintenance decisions, reliability and
availability of the system, and efficiencies in use of capital and staff resources.

The followindabor benefits will be tracked and measured aft@etimplementation of the TAS Linpmject in
FY2015

Benefit description Metric Baseline Target Comments
(current) (goal)

Improved TLM labor efficiency| A gain of 1hr/wk | 2012 actual TLM, Annual labor | .50 hr gain in efficiencies
from better access to per lineman in labor costs = benefit = by the TLM craft and .50 h
information efficiency $8.8M $442K gain by supporting staff
(such as engineering)
TLM labor efficiency gains due| 10% overall gain | 2012 actual TLM| Annual labor | Precedent has been
to improved maintenance in labor efficiency| labor costs = benefit = demonstrated in same
practices reflected in decrease $8.8M $880K metric for ITF assets.
cost/hr of work performed

Improved RCM analysis resulty $880k labor 2012 actual TLM Annual labor | Savings/Benefits evolve fo
in efficiency gains in execution| savings over 7 labor costs = benefit = 7 years to reach 100%.
of maintenance program year life of $8.8M $125k

system

Transmission Asset Portfolio Management System (TAPM)

This hvestment is needed to repla@patchwork of generic tools with one designed to manage asset portfolios.
Today, each step along the asset management and planning process through the execution tracking process is
supported with autonomous tools typicaly MSAccess databases or MESxcel spreadsheets. Transmissg@mvices
tracks thousands of projects and metadata over atd@@B0-year life period. Data does not naturally flow from one
step to another and people are forced to replicate and reconcile dagay step of the way. Itis also extremely
difficult to track the progress of the asset programs from planning through execution. This is inefficient and error
prone, and it slows the pace at which work is prepared for execution and provides linsieitltyito rack
program/project executionThese issues asome of thecontributing factosto underdelivery ofthe planned

capital program in recent years.

At the conclusion of this project, much efficiency is expected to be realized througsdwireg processes and
integrated systems. In preparation for the capifBproject that supports this effort, studies will be performed to
determine the current labor requirements for analyzing and managing this vast amount ofldatecs and targets
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for the improvement inproductivity of staff performing these tasks will be determirette these studies are
completed.

The future state in the Transmission Strategic Priorities has specified an aggressive target to close many key gaps b
2018. While section 3.1.1 described the effort underway to close many of the gaps, many of the risks to achieving
the recommended objead#S a4 NX I OK I ONRaa |tf 2F .t! d ¢KS F2f{f26AY
have an impact on when and how Transmission Services will meet the goals of the System Infrastructure Strategic
Priority. Success is contingent upon the developtdra BPA overarching approach for mitigating the effects
associated with these risks.
A Addressing the changing business environment
A Workload and resource balance
A Talent adequacy
i Succession planning for key positions
i Hiring constraints for filling vacams
A Regulatory and compliance continued evolution

While not insurmountable, other risks to the objectives will take substantial time to define and develop feasible
mitigation plans.
A Dependencies with external agencies and organizations (Bureau oMamabement, US Forest Service,
tribal partners, etc.) to meet regulatory needs such as permitting, in a timely manner for adequate project
planning and implementation

A System operational impacts of needed outages to perform replacements in relation takaliil
requirements

A Assetregister deficiencies and the time needed to correct may not fall into strategic timefram
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ALTERNATINGOURRENTSUBSTATIONPROGRAM
ASSETMANAGEMENTSTRATEGY

Jerry AimosProgram Manager
December 2013
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EXECUTIVESUMMARY

AC Substations programverview
A Approximately ®8alternating current (AC) Substations on the BPA systwer 500perate at 50&V
A Approximately 27,000 major (serial numbered) pieces of high voltage electrical owtdbstation
equipment and another 5,000 with limited attribute data
A Assets
I Power Transformerdfower Reactors, HV Transformer and Reactor Bushings, and Current Limiting
Reactors
Power Circuit Breakers, Circuit Switchers and Disconnect Switches
ShuntCapacitors
Instrument Transformers
Arrestersand Rod Gaps
Control Batteries and Chargers
Station Service (SS), SS Transfer Switches and Engine Generators
I Control Houses, Foundations, Structures, Substation Bus and Insulators

—_—) ) =) ——) —) —)

AC Substation Capital Forecast FY2014-2023

50,000
$45,000
— 540,000
5 =
S 535,000
=
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= $20,000 o
E mSUB AC - CVT/PT/CT & ARRESTERS
E 515,000
o mSUB AC-TRANSFORMERS & REACTORS
=
SID.DUU W 5UB AC-CIRCUITBRER & SWTCH GR
$5,000
5

FYld FY15 FYle FY17Y FY1E8 FY19 FY20 FY21l FY22 FY23

Fiscal Year

Keyrisks to be addressed

A Unplannedequipmentreplacements due tdailures and failure rates

Over or underinsuring caused by replacing too soon or too late in equipment life cycle
Delays caused byignning, work processeandwork procedures

Inadequatevendor support

Spare partsavailability or cost

Technology obsolescence

Work forceavailability and efficiency

D> D>
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Strategy Elements
Modelingand analyzingquipment replacement on a total economic cost basisaled theras a largebacklog of
equipment beyond its eacwomic lifecyde thatwill be now need to be addressed in this strategy timefraftas
drives the implementation of a strateglgat includes:
A Replacement plans to address backlog are based on economic lifecycle
A Developnentand implemenation of predictive analysis using information from relays, sensors and
cameras, and information currently collected through inspections, SCADA and other maintenance data bases
A Improving work related processes
A Srategic placement of ossite spares for transformemnd reactors

In the long run, this strategyill help:

A Set thepace of planned replacementisat reducesthe frequency of failurg which has an impact on
preventative maintenance, corrective repairs and emergency replacemgmeeby reducing the @namic
Ozad G2 .t! FyR (2 .t! Qa Odzad2YSNA

A Reach a steady state, where most work is planned, there is stable and constant system reliability

1.0 STRATEGYBACKGROUND

1.1. Business Environment

Customers and Stakeholders Served
A Network TransmissioBustomers; Utilities (Public & Investor owned) & Generators (Independent Power
Producerg Lt t Q4 9 CSRSNIf | @RNRVU
A Delivery Customers{ Y I f f dziAf A (A S&-genédtion}, AibabPUD & Y f f Lt t Q& 6 ¢
A BPA Internat System Protectioand Control (SPC), Rer SystenControl(PSC), Substation Operations,
Substation Maintenance, Billing, Non Electric Plant (NEP) Facilities, Energy Efficiency; Environment, Fish &
Wildlife

Prodycts and Services

A Network Services: AC sustain enables interconnection/transfeASer8 oL h! Qa> t ! 5Q4&0

A Generation Integration: (Hydro, Wind, Thermal, Coal3@aeration)

A Delivery Service: Radial service dzo f A O dziAf AGASas aYLff Ay@gS&ai2N 26

A Reactive Compensation: VAR SupporgilableTransferCapability, S/stemOperatingLimits

A Measurement & Indication (voltage & current) for System Protection & Control, Revenue Metering, Control
Area & Interchange Schedulingjtdmatic GenerationControl

A Spare power transformer support for regional customerd aationally- member of EEI (Edison Electric

Institute) STEP Program since 2006

Strategic Drivers

A Historically, BPA hasimarilyreplaced AC substation equipmepased orfailures or failure ratesasset

condition assessmentsystemupgrade (capabilitydapacity), and asset risk (failure arahsequence)

Long term vendor support is increasingly limitedhich affects spare parts availability and cost

Small Control Houses are lacking space for station upgrades and new equipment replacements which can
take up more space due timcreased capacity sedundancyrequired by regulationsNERECIP, etq.

Technology obsolescence

Workforceavailability- the loss of skilled/experienced workers through retirement and attrition is a major
factor in maintaining oldeequipment

>

> D>
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A Reporting requirements are increasing for substation equipment maintenance, equipment failure
tracking/trending, and equipment ratings (thermal/continuous).

Increasing Demands on AC Substation Assets

A A key Transmission asset management gaal fisake fuller, more optimal use of existing system capacity.
Among other impacts, this goal may lead to:

I Tighter margins on reliability and availability and ultimately equipment performance
I Reduced tolerance for equipment failure
I Reduced outage availalylifor maintenance

A Loadgrowth isprojected to continue putting increased demands on existing equipment in terms of loading
(thermal ratings) fault duty (short circuit ratinggdnd decreased outage availability for maintenance or
system disturbances (congencies)

A Integration of generation, such as wind generatimglso growing. Existing substation equipment can
accommodate, to some extent, integration of key wind and other generation resources. However, using up
existing system capacity tends to:

I Putincreased demand on equipment (thermal and short circuit ratings)

I Reduce operating margins that allow for system contingencies, and

I Reduce maintenance and operational flexibility
Generation is often connected radially which creates constraints oavhéability of terminal equipment
and line outages for maintenance.
Increasing demand to monitor, test, and report on equipment condition, both for regulatory and program
strategy purposeand ensure all data in the Transmission Asset System (TAS)retadouregulatory
reporting.

>\

>\

On the strategic radar are future opportunities in data collection:
A Use of relays to collect data on CVT secondary voltages, breaker operation time, fault current interruption
(’t), and thorough fault information
A Automaticdata collection for counters and temperature readings imported into TAS from PI (Plant
Information System) rather than taking manual readings
A Import of data from TOA (Transformer Oil Analysis) and PowerDB (Battery Testing) into TAS

1.2 Assets, Asset Syems and Criticality

AC SubstatiorAssets
ProgramProfile Approximately 298 Substations and 32,000 major pieces of equipment

Asset “Count | Description
Convert power (voltage and current) to maximize the efficiency in moy,
and delivering power between generation sources and load centers. A

Power Transformers 668 500kV, 345kV and many 230kV power transformers are considered cr
equipment.
Serve twagprimary roles: 1Controlling system over voltages, particularly
during light load conditions; 2Reducing system currents caused by
Power Reactors 120 transient or fault currents. All 500kV reactors are considered critical
equipment.
Current Limiting 652 Reducedransient and fault currents caused by normal switching and sh
Reactors circuit system events to levels within the ratings of existing equipment.
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Asset ‘Count | Description
Fuses 1,569 Protects power transformers in substations, by providing interruption o
permanent faults.
Power Cicuit Protect transmission lines and transformers by clearing system
1,907 : : .
Breakers disturbances caused by events such as faults or lightening.
Primarily used to switch reactive equipment (Capacitors and Reactors
Circuit Switches 214 and out ofservice. Circuit Switchers are also used on a limited basis to
clear faults.
Disconnect Switches 6.578 An |solat|on d_ewce used to sepgrate equipment or transmlss!o'n' lines fi
the transmission system for maintenance or replacement activities.
Provide reactive compensation to increases power transfer and boost
system voltage during heavy load conditions. Small air core current lin
Shunt Capeitor 226 reactors are used in conjunction with multiple capacitor groups on the
same bus to limit transient ctents that can damage equipment while
switching.
Provides the raw current and voltage data from the power system for
Instrument ; . .
7,080 protection and control relaying, revenue meter data, AGC, generation
Transformers i o o
stability control and condition nmdtoring
Surge Arresters 3,695 Protective de\(lce_s that con_trol ovepltages caused by v_oltag_e transient
caused by switching or during system events such as lightning and fau
A crude form of surge protection against owaltages.Upon each
operation a line fault is created that must be cleared by a breaker thus
Rod Gaps Unknown | energizing the line. This momentary outage can contribute to SAIFI an
SAIDI.
Rod Gaps are actively being replaced with surge arresters.
Control Batteries 283 . . e .
- Provideauninterruptable power to relays, control, indication, security, a
Control Batteries o
538 communication systems.
Chargers
. . Supplies AC power to control cabinets, heaters, cooling equipment, st
Station Service 1,063 yard power and Non Electric PIgINEP) facilities within substations.
Used to transfer the AC power between primary and secondary source
. AC station service. A reliable secondary source of AC station service (¢
Transfer Switches 141 . . ) g
provided by a separate source within tetion, through local utilities or
engine generators.
Engine Generators 57 Prowde.s a reliable back up power for critical AC loads when the prima
source is lost.
These supports and structes provide the required electrical clearances
Substation Bus, spacing between energized equipment (phdasephase); energized
Structures, Unknown equipment to ground, and safe working distances for personnel and H
Foundations, Rigid electrical equipment to work and operate safely.
Risers The replacement of rigidsers with flexible jumpers is done to prevent
damage during a seismic event.
Control Houses 950 Contain patt_erles, rglaylng, control and indication, metering, SCADA a
communication equipment.
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Criticality

Less Important
Substation Bus and RigidRisers Shunt Capacitors Power Transformers
structures

Station Auxiliary

excluding DC control Substation grounding = Disconnect Switches Power Circuit Breakers
Batteries

Current Limiting Reactor: Circuit Switchers

DC Control Batteries

Instrument Transformers
and Chargers

Fuses Surge Arresters

As work continues to evaluate the criticality of equipment based on its impact to total economic cost, these
criticality assumptionsould possiblghange.

2.0 THESTRATEGY

2.1 Current State

2012 2013

Equipment Design |Construcf Design |Construc
Arresters / Rod Gaps 30 73 184 136 |Emergency replacements -15in 2012, 14 in 2013
Battery 16 17 30 16
Disconnect Switches 11 28 25 6 Emergency replacements - 9in 2012, 5in 2013
Instrument Transformers 43 32 44 40 |Emergency replacements - ALL
Power Circuit Breaker - 500kV 14 3 2 5 Emergency replacements - 1in 2013
Power Circuit Breaker - Other 9 20 19 13 |Emergency replacements - 1in 2012, 4in 2013
Power Reactor - 500 kV 0 0 1 0 One failure in 2013
Reactor - Other 0 0 1 0 One failure in 2013
Rigid Risers 9 5 12 13
Shunt Capacitors 0 0 2 1
Station Service 2 3 3 2
Transformer Auto- 500kV 1 0 0 0 One delivered and purchased in 2013 to be installed in
Transformer Auto - Other 1 0 0 0 One delivered and purchased in 2013 to be installed in
Transformer - Other 0 0 1 0

Totald 136 181 32 232
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Historical Actuals Capital
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A Capital spend in 200@mped up significantlfor Transformers& Reactorsiueto the purchase of five
emergencyspare transformers to reduce outage duration and to locate additional spares in regional
locations to avoid transportation bottlenecks.

A In 20122013, ompletedthe installation offive ) 500k\circuit breakers and purchased material for the
remainingnine (9) 500 kV circuit breakandich will be installed throughout 2014

AC Substation Historical Actual€apital FY2002013
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Historical Actuals; Capital
52ffF NR AY

Level 5 Node Name FYO07
Circt Brkrs & SwitchrG $6,352
Transfrnts & Reactors $292
CVT/PTICT & Arrester: $618
Shunt Capacitors $2,134
Low Voltage Auxiliary $1,528
Bus & Structures $506
Total $11,430

Notes:

—

m Bus & Structures

m Low Voltage Auxiliary

H Shunt Capacitors

m CVT/PTICT & Arresters

m Transformers and Reactors
m Circuit Brkrs & Switch Geat

FY0O8 FY09 FY10 FY11 FY12 FY13

FY08
$5,981
$5,117

$742

$30
$3,592
$1,526
$16,988

Fiscal Year
FY09 FY10
$7,609 $5,038
$30,139 $1,679
$514 $802
$62
$2,230 $2,442
$551 $498

$41,043 $10,521

FY11 FY12 FY13 Total
$6,123 $9,154 $15,137 $55,394
$633 $350 $6,233 $44,443
$959 $1,009 $2,535 $7,179
$496 $82 $1,386 $4,190

$3,893 $3,783 $4,147 $21,615

$266 $630 $782 $4,759

$12,370 $15,008 $30,220 $137,580

A The actuals above reflect the addition2809/100f many newcapital replacement equipment categories
F2N) FAYIFI YOALI f
categories to the newer more specific equipment categories.

NB LJ2 NIi A y 3
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Substation FY2007-13 Historical Actuals - Expense

530,000

525,000
520,000
515,000
510,000 M Substation
Maintenance
55,000
$ -

FY07  FY0D&  FYO0S

Dollars (in "000)

Fiscal Year

Historical Actuals Expense
Dollars in '000

FYO7 FY08 FY09 FY10 FY11 FY12 FY13 Total

Substation Maintenance $19,706 $25,154 $25,522 $23,809 $25,522 $28,056 $27,725 $175,496

Thefollowing histogram represents the number sfibstationS Ij dzA LIY Sy & 2 yin termsl ofisecotiotni& G S Y
life. As shown, there is a large backlog of equipment (i.e. equipment that is beyondntswdcdifecycle)that

should have been addressed before 2014 ailtdivow lead to a spike in the number of replacements that will need

to be done beyond 20# ¢ KSNB | NB Ff a2 aS@SNIft |aasSa agltfaeg Ay
significant portion of the equipment population is expected to reasteitd of life in a-3 year time period.

900

All Equipment
2400 Units Currently Exceed Economic Life Cyc
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o
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Number of Units

w
(=}
o

|-
200 \I

100 t "
0 |Hermrrmrerar=r lIlll |l||' HI”VI Hlu H|HI|I||I‘|_ e,

\34-31-27- 25—23«21 19-17-15-13-11-9 -7 -5 -3 -1/1 3 5 7 9 11 13 15 17 19 21 23 25 27 29 31 33 35 37 39 41 43 45 47 49 515355575961636567 70
Remaining Economic Life
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2.2 Future State

TheACSubstations prograrhas recently gonéhrough the processf developing a risknformed asset
management strategic approaethere substation assets aptanned for replacemeritased orreducingtotal
economic costThisstrategy includes § dz Y G A FAOI GA2y 2F y24 2yfeé NRaAla (2

Theplans for how to implement this strategy are currently evdlopment. Once this occurs, performance
objectives, measures and targets will be drafted to represent the approach that will be taken to implement this new
strategic approach. It is expected that the detailed strategy planning phase will start inddéeraf Q2 FY2014.

Strategy Development & Planning Phases

Currently Here

STRATEGY SELECTION
& ASSET MODEL il m'f"ﬂ"ﬁ:?“ﬁ" "Hﬂﬁ?‘ﬂ:‘é“m STRATEGY EXECUTION
DEVELOPMENT

2.3 Asset Condition/Performance Gaps

N BATTERIES

BN DISCONNECTS
1000 mm ARRESTERS
s Asset Walls — S
i B INSTRUMENT TRANSFORMER
800 REACTORS- 500KV
Lol B REACTORS <> 500KV
mm— TRANSFORMERS - AUTO 500kV
o 600 mm— TRANSFORMERS AUTO <> S00kV
35 TRANSF -0T
B s Backlog : B TRANSFORMERS - OTHER
5 A \ BREAKERS - S00kV
= . KW s BREAKERS <> S00KV
400 foll 1) : i
] O (A0 REHET SERIES CAPS
300 , : || il SHUNT CAPS
STATION SERVICE
200 | "
= == = Replacement Pace
100

| w= = = Planned Replacement

I IIIIIM '
0 [ ERAMAART |
S 10 15 20 25 30 35 40 45 S0 55 60 65 70 75 80 85 90 95
# of Years Until Economic Lifecycle Replacement

..IIHH

-35 -30 -25 -20 -15 -1

BPA subshation equipmenthas been determined to be older than many other utilifiedich isalargecontributing
factor to the backlog and asset walls seen in the chart abAgditionally, the current state of substation equipment
has been caused by:

A Delay of eplacingsome equipmentcausingan increase to the backlog

A System capacity is increasing while equipment operating margins are decreasingafigetioeage and/or
effective life cycle

Transmission Asset Managemestrategy
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Unplanned eplacement ofequipmentdue tofailures and failure rates
Delays caused bylgnning, work processes amgbrk procedures
Reducedrendor support

Limited or inability to obtain spare parts and cost of the spare parts
Technology bsolescence

Workforceavailability

> I > I T

As a result of the gaps listed abovkere will be a hlgher risk probablllty and consequence to substation assets
thefuturedzy G At | adGdSIFrRe aidlrasS Ory 0SS I OKASOSRO® ¢tKSasS I a
section 1.2, such as transformers, circuit breakers, circuit switchers, batteries and chargers, surge arresters and
shunt capacitors. According tbe total economic cost modeling, a steady state can be achieyd&2023 and will

yield full benefits in 40 yearsf the replacement pce(dotted blacKine in the char) is met This includeshe ramp

up of equipment replacements to eliminate thacklay of equipment beyond its economic life.

In addition to ramping up replacement pa&RA has increased the amdwf conditionbased inspections (e.g.
monitoring oil levelsjo supplement agéased analysis. More automated approaches, such as tempers¢msors
for condition monitoring is detailed in section 2.4.1.

The risks to meeting the objectives will be identified after performance objectives are developed in conjunction with
the detailed strategy planning phase

Execution constraints
The Substation program and the successful execution of the strategy rely heavily on asset data and performance
analysis. The Asset Data Management (ADM) and Reliability Centered Maintenance (RCM) functions are critical for
accuratey capturing and analyzing the data derived from maintenance and condition assessnsetéscfibed in
the Transmission Asset Management Overarching strategy, there is an effort underway to address the requirements
for fully establishing these functionshdse capabilities will enhance the planning and execution of the substation
strategy through

A Better visibility in TAS of lines and transformer outages forced out of service by equipment such as
instrument transformers, arresters and disconnect switches
Mapping of the spare parts availability to equipment
Determination of what information needs to be collected on Substation Operations inspections that will
trigger actions
Identification of information that needs to be collected nan-serialnumbered equipmat, such as
foundations, pedestals, insulators, ground grid, etc.
Application of standaréhspection, maintenance, and replacememiteriato Substation Bus & Structures
including foundations, pedestals, insulators and substation bus

> >

>\

2.4 Strategic Approach to Closing Gaps

The strategic approach for managing Substation equipment, determined to offer the greatest economic value is a
combination of an optimal replacement plan based on economic lifecycle, predictive analysesgro
improvements, and the strategic location of spares

Transmission Asset ManagemeSitategy
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It is expected that ithe long run, this strategy will reduce tleO2 y 2 YA O O2ad G2 .t! | yR
levelizethe program to a steady state of planned work and resources as well as stable and constant system
reliability.

Replacement plans based on economic lifecycle to address backlog:

The economic lifecycle replacement determines the best interval of replacebased on the likelihood of failure

and the economic impact of the failubmsed on the quantification of the following elements:

A Regulatory violations

Unplanned and planned transmission and customer outage costs

Ongoing business costs associated witerations and maintenance

Change in cost of energy delivered, which is often a consequence congestion created by transmission de

rate and outages. It reflects the potentially higher generation costs (BPA cost) and higher electricity prices
(non-BPA).

The pa&e of planned replacement. This impacts the frequency of failure which has an impact on the repairs
and premium for emergency replacements.

> > > >

>\

Thefollowing tablegives the economic perspective of when equipment should be replaced badethbaconomic
cost

Equipmen Current Practic Economic Lifecyc PV Benefit
(years equip stays ¢| &Equip Replacement P Economi
system Yeal Replacemer
years replace / y (M)
Arresters/ Rod Gap 47 38-39 97 211
Power TransformeOther 80 67-75 4.9 62
Disconnect Switche 57 64-67 10z 51
Power Circuit Break¢500k\ 35 41-46 8.4 41
Power Circuit Break¢Other 55 41-46 35 28
Power TransformeOther Autc 70 72-80 2.4 13
Series Capacite 35 21-23 1 5
Shunt Capacitc 35 34-35 6 2
Batteries / Charger 23 29-30 9.4 0+
Instrument Transformer 47 52-54 134 0+
Power Transforme500 Autc 70 54-64 2.1 0+
Power Reactc 500k\ 72-79 1.3
Power Reactc Other Run until maja 67-69 0.3
Fuse Link problem 72-73 23
Station Servic 10C 18
Substation Bu 78-79 10.1

As shown in the table, for most equipment categories, equipment was not being replaced on economic lifecycle.
Switchingto an economic lifecycle based replacement strategly/provide BPA with the ability to balance
equipment replacement frequency against repair and the unplanned outage cost of a failure, thereby reducing cost
to BPA and customers.
A Current practicésto replace equipment beforéd . Q& (22 2 foRfaillirgfsRoo high] St A K2 2 R
A When replacements occur prior to economic life, this results in-n&iring. The equipment still has useful
life and there is low risk of failure and unplanned customer outages.

Transmission Asset Managemestrategy
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A When replacements occur beyond the economic lifés results in undeinsuring. When equipment is
allowed to remain on the system beyond its economic life, there is a greater risk of failure, outages,
increased maintenance, and emergency replacements.

A Replacing based on economic lifecycle creates v&aplacing arresters and disconnects create a high level
of value due to their population and impact of failure.

A The pace of planned replacement impacts the frequency of failure, which has an impact on the repairs and
premium for emergency replacements.

A Thereplacement pace also determines the total replacement cost i.e. the more frequently equipment is
replaced, the higher the total replacement cost.

Expanded predictive analysis:
Predictive analysis reduces the number of equipment failures and time apefdanned and unplanned outages
through better use of information from inspections as well as information from relays, sensors and cameras.
Predictive analysis will

A Reduce emergency repairs and replacements and can catch forced outages before they Régpeed
work reduces emergency premium.
Increase equipment life through timely maintenance. Fewer equipment failures will be experienced due to
reduction in the effective age of the equipment.
Identify the equipment with the poorest health and target feptacement leading to better informed
planned replacements.
Provide cradle to grave information to help systematically increase the likelihood of targeting the worst
condition equipment.
Identify better positioning of ofsite spares resulting in a reduati in the duration of unplanned outages.
Cost of moving spares will be incurred less often.

> > > >

Implementing process improvements:
The strategy recognizes the value froffi@enciesthat will be gained in the future througtour main process
improvements: continued coordination with expand projects, bundling across programesjualifying contract
labor, andperforming bayto-baymaintenance and planned replacement wdritween assets and crafts. This will
result in

A Reduction in planned outage requirements

A Maintenance and replacement labor efficiency

A Increase incontract laborefficiency which alleviates BRésource constraints

A Cost savings from competitive contractor bidglin

Substation upgrades anddalitions:

Goordination with the upgrades and additions portion of the expand program resulted in the development of a
programmatic approach for two critical substation components, control houses and engine generators. Space
constraints found in many control housegr impacting the ability to make necessary equipment upgrades and
replacements. In conjunction with the Facilities Asset Management group, an evaluation of alternatives was
performed that resulted in the recommendation and approval to replace specifitaidrouses with coseffective

modular facilities in a programmatic manner. It is expected that replacements will be targeted and performed over
the next 10 years. Likewise, an evaluation of the engine generators used for subbtationppower indicaed
deficiencies in reliability and meeting capacity requirements. A programmatic approach for upgrading and replacing
critical engine generators has now been approved and will be implemented over the next 10 year timeframe.
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O&M Flex Program

The O&M Hx program has been established to identify projects that have the potential to reduce the number and
severity of BPA Transmission System operational issues. A programmatic approach to recommend and develop the
OF LIAGEE dzLJANI RS LIN@irer&spoask to thgse isstes aa bedéndigvaldpedil IAieypected that
improvements resulting from these investments will further enhance system reliability by providing alternatives to
planned outages to perform some operations, maintenance, and replactawdivities.

Addition and strategic location of osite transformer and reactor spares

By using predictive analysis to determine the placement of spares based on the likelihood of failure, it has been
estimated that adding osite spares for critical ansformers and reactors at specific locations where the economic
cost of an outage is higher, will result in cost savings in the long run.

3.0 STRATEGYIMPLEMENTATIONPLAN

3.1 10 year Implementation Plan

Ramp to get to Steady State

FY2014 FY2015 FY2016 FY2017 FY2012 FY2019

Arrestors [ Rod Gaps 150|114 | 125|150 120 (125|101 | 120|101 (101|105 |101| 96 (105| 96 | 95 | 96 | 96 | 96 | 96
Battery 9 |!31|(10| 9% |0O|(2W0|10|10(%9 |10|10(9 |10|(10|(10)|10|10(10)|10)| 10
Transformer Auto- 500KV 1 1 1 1 1 1 [ 1 1 1 1 1 1 2 1 2 2 2 2
Transformer Auto - Other 1 1 1 1 2 1 1 2 1 1 2 1 1 2 2 1 2 2 2 2
Transformer - Other 1 (1] [ [ 1 1] 2 1 3 2 5 3 5 5 5 5
Power Reactor - 500 kV 1 4] 4] 4] a 4] 4] 4] a
Reactor - Other 1 [ ] [} 1] [ ] [} 1]
Etation Service 5113 | 4 5 5 4 4 5 3 4 3 3 2 3 4 2 5 4 4 5
Power Circuit Breaker - 500kV 9 a [ ] [ a [ ] [ a
Power Circuit Breaker other 18 |18 (21 |18 | 28|21 |27 28|33 2731 /3232 31|31 32 31|21 31 A
Disconnect Switches 17 | 22 |40 |17 |45 |40 | 44 | 45 (56 | 44 | 70 | 56 | 90 | 70 (102 | 90 | 102|102 | 102 | 102

3.2 Program Forecast Planning

FY20142023Capital Forecast

Direct Capital onlyNominal Dollars in '000

EquipCategory FY14 FY15 FY16 FY17 FY18 FY19 FY20 FY21 FY22 FY23 Total

Circt Brkr &Swtch Gr  $14,023 $8,203 $16,462 $17,388 $15,084 $16,714 $17,295 $18,047 $18,211 $18,211 $159,638
Transfrmr & Reactor ~ $3,101 $15,678 $7,866 $7,746 $7,746 $7,842 $11,580 $11,751 $15,495 $15,416 $104,221
CVT/PT/CT Arresters  $1,644 $1,920 $1,781 $1,635 $1,571 $1,631 $1,654 $1,618 $1,618 $1,618 $16,690

Low Voltage Aux $6,897 $3,330 $4,669 $4,158 $4,992 $4,047 $3,623 $3,462 $3,187 $3,868 $42,233
Shunt Caps $1,783  $1,365 $620 $367 $233 $135 $109 $512 $180 $1,539 $6,843
Bus & Structures $919 $1,012 $1,472 $3,037 $5,077 $6,788 $6,467 $5471 $5,321 $1,430 $36,994
TOTAL $28,367 $31,508 $32,870 $34,331 $34,703 $37,157 $40,728 $40,861 $44,012 $42,082 $366,619

Transmission Asset Managemestrategy
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FY2014FY202FExpensd-orecast

Nominal Dollars in ‘000

Maintenance Program  FY14 FY15 FY16 FY17 FY18 FY19 FY20 FY21 FY22 FY23 Total
Substation Mgmt $31,112  $31,777 $32,889 $34,040 $35,231 $36,464 $37,741 $39,062 $40,429 $41,844 $360,588

Caveats
Forecast is currently under review as part of the 2014 Integrated Program Review (IPR) process and will be updatetion eatfjuhe IPR

timeline.
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EXECUTIVESUMMARY

Control Centef(CC)program overview

A Includes all the systems, tools, infrastructure and support services required to manage the Transmission
Grid. Requiresa 24/7 availability support modelith redundancy both within the systenand between the
two CC sites.

A Grid Ops system assets can basidered in the following layers:
% Operations System Services (system3
x  RAS Systems (s@stem3
% Data Center Infrastructure & Suppicservices (~48ystem3

Control Center Capital Forecast FY2e€26P23
$9,000
$8,000 .
$7,000 +— —
$6,000 +— —

$5,000 +—
CC Systems

$4,000 ——
© H CC Infrastructure
£ $3,000 -
g m CC Expansion
= $2,000 -

$1,000 -

$0 T T T T T T T T T T

FY14 FY15 FY16 FY17 FY18 FY19 FY20 FY21 FY22 FY23
Fiscal Year

Dollars (in'000)

Keyrisk to be addressed

A Risks to system reliability and flexibility

Wide range okvolvingoperational, regional market, industry, regulatory, and security related requirements
Gaps in Governance and Support capabilities

Staffing adequacy

> > > >

Strategy Elements

Complete Lifecycle Plans for every system and update them at least anritiadiyreintegration of the

Program Asset Plan priorities management and Project Portfolio Management processes.

Server and workstation lifecycle standards support determining system upgrade planning and risk methods.
Other CC equipment lifecycle standards wildeseloped and incorporated into systems lifecycle planning
Complete Windows Migrations efforts for remaining OpenVMS systems

Develop a CC Data Management Program and Strategy

Develop business architecture and strake® & f Ay S 2F aA3akaGé G2 // lFaasSia
Developvisibility, tools, and processes to support more complete and proactive Demand & Capacity
Management in theCC

Strategically plan for CC asset information managerreptovements

Establistplans for appropriatelgledicaing CC technology and architectupéanning function®r roles

>\

5 N5 S S

> >
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A Develop acybersecurityand risk management strateggwards evolvinghe current practices for system
visibility, risk assessment, decision making and compliance response

In the long run, this strategyill help:
A Ensure eplacement or maintenance actions result in no assets assessed as Critical Risk Level of failure,
obsolescence, or noncompliance
A Critical systems meet their respective availability targets.
A Provideredundancyand deployment ofthe most important systemin a geographically diverse manner to
help ensure continuity of operations in the event of loss of a control center.

1.0 STRATEGYBACKGROUND

TheSystem Operationgrganization(TO) is responsible for the safe, reliable, and open access operation and

dispatch of the high voltage transmission system and interconnected generdtroperates and manag two

regional control centergepresents BPA on operations and other issilesugh participation in regional and

national groupsand sponsors and supports Technology Innovatioreffdjts within the operations areng=rom an

Asset Management standpoint, Operations includes 2 aspeitk S G o0 dza Ay Sa dé aARBduBekl G A
the asset system services, and the Operational Technology (OT) side that supports and manages the assets.

1.1. Business Environment

The asset$ocused side of T@upportslifecycleactivitiesfor asset systemtghat maintain andmprove the tmls

I @FAftFofS F2NJ GKS NBf Aot S SQystiSn\dperatichs/ms@eBponsiblé foardhe Gridd y &
Operations Information System Security Program (GO ISSP) which implements and maintains regulatory cyber
security requirements applico t S (12 ¢NI yavYAiaairzy {SNIBAOSEAQ AYyTF2NXNIGA
control and protect the transmission system.

Transmission Operations Strategy
There are significant emerging expectations for evolejpgrations and how BPA managés grid, increasing
visibility, reliability andflexibility. A number of strategy efforts and initiatives have emerged that are attempting to
define the business direction that should be driving the CC asset strategy (e.g., emerging SmartGrid jnitiatives
Techologylnnovation Roadmaps gredial ActiorSchemes (RAS)rategy, Commercial Operations initiatives)d
Energy Imbalance Market (EIM) assessment. Translatidglarifying these strategic neefts CC assets is
paramount to plan for their lifecye demands. The draft of the recently develogg&gstenOperations Strateig
Priorityoutlines intended outcomes and related risks for the following aspects that will set requireme@€for
systemassets:

1. Reliability and Availability
2. Integrated AnalyticeCapability
3. Operational Planning
4. Outage Flexibility
5. Constraint Management
6. Event Management
7. Operations and Reliability Compliance Alignment
8. Operations and Commercial Alignment
9. Operations and Power Services (PS) Alignment
10. Operations and Systenisfrastructure Alignment

Transmission Asset ManagemeSitategy
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The detailed success factors identified for these outcomes will speak to the range of operational, regional market,
industry, regulatory, and security related requirements that CC system assets will need to meet over théext 5
years. These include both sustaining the systems while implementing innovations and significant upgrades.
Addressing the expectations for emerging theperatiomal outcomes in time, and identifying the related workload,
staff capacity, and budgets nesasy will clarify the real Asset Strategy and Plan demands, offering BPA choices
about how and by when to achieve them.

Cyber Security, Compliance, and System Risk Management

CC system assets and lifecycle activities, must meet a wide range of secdnigfialpility requirements, including,

but not limited to:

A\ NERC Reliability requirements for Operations that dictates many requirements for system services
NERC Critical Infrastructure Protection (CIP) standards regarding the implementation and management
Grid systems

Federal Information Systems Management Act (FISMA) law requiring federal agencies to follow minimum
National Institute of Science & TechnoloditThased security control standards

NERC Emergency Operations (0®) standards

FederalC§ G Ay dzA i@ 5ANBOGAGS oC5/ 0 aStdAy3a NBIdANBYSyI
Essential Functions (MEF)

>> > >

The last five years have been focused on evolving NERC CIP standards implementation, and increasingly, the CC
programis focusing o FISMAbased security requirements. Significant attention to EIDB standards has emerged

this last year, and FDC related requirements will be getting more attention in the next couple years. The
continuously evolving nature of these requirements hasasenl a significant workload increase on the CC staff to
meet them for system implementations, O&M, and support service activities. It is also imposing an increase in the
number of systems, equipment, and in some cases, new support functions.

Perhaps aotential bright spot in this security and regulatory arena are Executive Diredrtiven efforts to re
invent the NIST standards in an attempt to consolidate and refine the various regulations above towards more
effective, industrybased, and smart gridnabling standards. The goal of this effort is to move the focus to risk
management versus compliance, and work with agencies and industry to innovate and make critical infrastructure
security and protection more effective. Some of the key advances iatbésinclude the following works:

A Electricity SubsectaBybersecurityRisk Management Process

A Electricity SubsectdBybersecurity Capability Maturity Model (E8M2)

A 9ESOdzi A OS YWSNRSNI YT NINR G A O £ LYy FNI &G NHzOG dzNB 7/ & 6 SN&

A NISTDiscussion Draft for its Preliminary Cybersecurity Framework (August, 2013)

1.2 Assets, Asset Systems and Criticality

The CC Assets and supporting services include all the systems, tools, infrastructure and support services that are
required to manage théransmissiorgrid. High reliability expectations require a 24/7 availability support model,

and redundancy is builbio most systems, both within the systems, and betweentthe CC sites.

These assets and services span both control centers and are increasingly becoming identical at both CC sites.
Increasing reliability and continuity requirements are continuing tuealdll the aspects of the two control centers to
be capable of mirroring operations in the event of an emergency or disastéayTonly a handful of less critical
capabilities reside only at Dittmer.
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Control Center Grid Ops system assets dam considered in the following layers:

Assets:

1. Operations System Services
2. RAS Systems
3. Data Center Infrastructure & Support Services.

Computing Systems Infrastructure

Network Systems Infrastructure

Telecommunications Systems Infrastructure

Physical Systems InfragnO (i dENIBS Nil-dse RéHitiesBssetManagement
(FAM)requirements)

> > > >

CC Asset Strategy Scope

monitoring and response, access control, e ’Q)A

=,
\

\ CC Operations System Services Strategy
\ {only a sample set of systems shown at lefi), And

RAS Systems Strategies

Data Center Support Services
ject/architecture i

|

Computer Systems Infrastructure (CSI)

, CC Data Center Strategy

Network Systems Infrastructure (NSI)

Intersection with PSC/

Telecomm Systems Infra (TSI) T  Telecom Strategy/Plan

‘-.\ CC Facilities Requirements

_fﬁ {for FAM Program Strategy/Asset Plan)
J

Program Profile:Theseasset groups comprise a total of approximately*8® unique system assets that
adzLJLI2 NI aLISOATAO YéosmiEed @ Sannayered canpaidntS ahd theinix®iihede &
component lifecycles states (age and vendor support), business services demands, and security requiren
determine their lifecycle replacement plans.

Operations ~37
System systems
Services

RAS Systems 6
systems

Data Center | ~43
Infrastructure

Systems that directly enable management, monitoring, decisigrport, and
analysis of therid. This first layer is comprised of the individual systems that
directly serve Operations business userscommunications between thsystems
and customers. &hhasits own service and set of functions it delivers. All of the
systems transverse the other infrastructure layers for Data Center hardware,
network, and communications support and/or components, but they are groupe
here for the type of business services that they support. This section is most fou
on the software and application side of the assets, and the strategies to better
enable business functionality. While hardware lifecycle standards influence the
specific lifeycle replacement plans for these systems, tingue mix of component
and business needs of each system set# theecific lifecycle plan

Though the RAS systems have similar vertical layers as the other Ops Service:
systems, in thistrategy the RAS systems are treated as a unique category as tt
are unique issues and requirements that drive Ri#&egy, technology, lifecycle
planning, ad processes. More than most other Grid Ops systems, RAS is diver
shared across Transmission groups for assategy andifecycle activities.

The 2 Data Centers are tightly coupled with each higatpre CC sitét includes
Data Center Infrastructure (i.e., computing hardware, telecomm, netwarkd,

Transmission Asset Managemestrategy
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& Support critical facilities) and monitoring and management systems that support Ops

Services Systems across the data centefseControl System Monitoring (CSM) anither
support functionoffer 24x7reaktime monitoring andsupport for the dispatch
functions.It also includes planning, testing, physical and electronic access cont
procurement, asset management, quality assurance and other key support
functions.Crtical Facilities are increasingly supported by BfMProgram, but the
[/ aGAtt YFAYyGFAYya W2 LISNI G2 NA fot mbR of 4
them, including critical and emergency power systems.

*Note: CC systems count is evolving as new and emerging systems are being deployed, retired, and/or reconfigured theaugh the

Criticality
The security categorization results for control center information and information systems are manddteddral
Information Processing Standards (FIFE®) They are identified bysing the steps outlined iNIST SP 8680 Guide
for Mapping Types of Information and Information Systems to Security Categories

1. Identify Information Types

2. Select Provisional Ipact Levels for Loss or Compromise

3. Review and Adjust/Finalize Impact Levels

4. Assign System Security Category

The table below lists the control center information types and the BPA final adjusted potential impact levels to BPA
operations, assets, or inddials in the event of a loss of confidentiality, integrity, or availability based on the
provisional impact levels established in NIST SF6800

Potential Impact
Information Type Confidentiality Integrity Availability
(L/M/H) (L/M/H) (L/M/H)

1. Energy SupplyBusiness Moderate Moderate Moderate
2. Energy SupplyReaiTime Control Moderate High High
3. Energy SupplyReaiTime Dispatch Support Moderate Moderate Moderate
4. Energy SupphDispatch Training Moderate Low Low
5. ITInfrastructure Maintenance High Moderate Moderate
6. System Development and Maintenance Moderate Moderate Low
7. Security Management Moderate High Moderate
8. Contingency Planning Moderate Moderate Moderate
9. Lifecycle/Change Management Low Moderate Low
10. System and Network Monitoring Moderate Moderate Moderate
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The FIPS 199 criteria for establishing potential impact leatsoutlined as follows

Impact Control Center Primary Asset Damage or Financial Log Harm tolndividuals
Functions
High Cannot perform one or more | Major Loss of life or life threatening
[severe] primary function injuries
Moderate Effectiveness is significantly Significant Significant butloes notinvolve
[serious] reduced. !orss.of life or life threatening
injuries.
Low . . . . )
Effectiveness is noticeably Minor Minor
[limited] reduced.

The system security category is assigned based on the highest potential impact of all the informatistoxgubs
processed, or passed through the information systélote that based on the FIPS 199 criteria, there are currently

y2 adeaisSvya ARSYUGAFASR a4 W[26Q LRGSYGAFIt AYLI Ol (K3
based on evolvig interpretations of the NERC @182 and FISMA standards, more systems are being designated as
GKAIKE SIFOK @SEFNXWY ¢KA&a A& Ay LINI RdzS (2 GKS AYyGSNRS
operations coordination. Given this critidgglschema, the following generally reflects importance of system types:

Criticality
Less Important
Low Moderate High
n/a After-the-fact (versus redime) Systems that offer reaime grid visibility and

analysis systems control
Systems that exchange data with Systems that enable cros€C and/or utility
other entities communications and data exchange
Lightning monitoring and Fault Data Center infrastructure, like networks,
location systems environmentmanagemeng&nd monitoring.

Training systems

l RRAGAZ2YFfteY GKS bow/ /NAGARNRPOSAaGaOSRNI ARSYVAATRNYA/
systems are essential to the reliable operation of Bigk Electric System (BESh system meets any one of the
following criteria, it$ considered a NERC CCA:
1. Used in supervisory or autonomous control impacting reliable operation of the Critical Asset?
2. Displaystransferstontains information relied upon to make retiine decisions impacting reliable
operation of the Critical Asset?
3. Lossdegradation or compromise impacts the reliable operation of the Critical Asset

2.0 THESTRATEGY

2.1 Current State

One of the unique challenges with CC is that its system assets performance and lifecycles are more driven by
business, industry, and geénal evolving demands than they are failures or obsolescence. Thw@@mstill has
significant sustaibased workload and challenges keeping up with necessary -bteostcle upgrades, but these
other demands are a key influencing factor in the atfperformance expectations and lifecycle plans of each
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dzyAljdz§ ae8aiGSY® DSOGAYI | o0SGUSNI GftAYS 2F &AAIKGE G2 ¢
service strategies and lifecycle plans is a keytlhai© Cprogramneeds to fill.

As indicated below isection 2.1.1the CQorogramhas made some important progress in developing asset System
{SOdzNA e tflya o{{tQauv F2NJALAYyAy3d a2aliSY DAaA0AfA(E
planning is now steadily@2 t Ay 3d | 2 SOSNE dzyGAft // KlFa (GKSasS R2yS
mentioned above, the true asset health, risk, and lifecycle demands priorities (capital and expense) picture is not
complete. The current expectation is to complete this gapY2014 for a more complete Asset Plan and Risks

picture.

Capital makes up a relatively small portion of fitegram focus and needsnot all of CC asset work is capital, and
much of it ends up driven and/or funded outside of the CC capital budlpgradessometimesget pushed out for
other prioritiesand giverthe majority of the CC staff priority @ operations and maintenancepgrade and

project work takes second priority to O&M and urgent compliance initiatives.

Fiscal Year 2012
A Sustairprojectsfocused orupgrades and standardization between sites, funded by theapial program
i Integrated Curtailment & Redispatch System (iCRS) redundancy implemented at Munro Control
Center (MCC).
I Urgent SQL storage expansion to capture current system logs for new FERC Audit requirements
I MCC Uninterruptable Power Supply (UPS) upgrade
i MCC LAN desk deployment at Munro for standardized patching and compliance
i WebFG Windows upgrade
I Firewall systenupgrade

A Expansion and/or Significant Upgrade Projects Funded by other Capital Programs
i Reaitime Operations Dispatch & Scheduling (RODS) system Retirement major deployment
milestones met in FY2012, including Data Exchange (DEX) system implementedc tteplagacy
system functionality.
i Kickoff and early design stages of Synchrophasor through FY2012.

A Participation in the Integrated Contr8lystemsStrategy (ICSS) development effort aimed at aligning the PSC,
SPC, and CC asset programs.

A By the end of tk year, C@efined and kickedff a FY2013 Program Work Plan aimed at accomplishing the
following key Asset Management Targets:

i Significant Strategy revision/evolution

i Asset Risk Assessment InitiatyBR S @St 2 LAYy 3 {@aGSY {SOdzNAGe t 1y
Lifecycle Plan®mwards creatinga riskbased Program Asset Plan.
Outlined a drafiStrategic Asset Information Managemd®AlM)strategy- targets were to revise,
approve, and identify a strategic roadmap in FY13
5STAYAYI (KS LINRofSYas 202S0GA0Sasx IyR NBO2YY
Demand and Capacity management issues

Fiscal Year 2013
A Sustainprojectsfocused orupgrades and standardization begen sites, funded by the @@pital program
i Dittmer Control Center (DCC{enerator Breakereplacement
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NERC EQBO8 required Emergency Ops implementations and test.

DCC Data Center Power Distribution Unit (RDILNI Panel replacement

SCADA Inte€ontrol Center communication Protocol (ICCP) Windows upgrade
Video Wall Controller upgrade.

DCC Cell Phone Repeater upgrade

Active Directory upgrade

Network Device Authentication and management tools deployed.

A Expan3|on and/or Significant Uage Projects Funded by other Capital Programs

RODS RetiremenEnergy Accountingystem replaciniRODSunctionality.

RADirect CurrentlDQ - The second phase of RAS DC completed withetkteng period,

preparatory step for the installation of the BAC controllers in the next phase.

Synchrophasog¢ Completed Ky AgencyTargetfor archiving PMU data frormubstations and wind
arAisSa 2y GKS 5// tNRRdAZOGA2Yy tL {SNBSNI YR 29/
Designed and implemented past the new PMU Network management systems and functions
required to support this new network.

OMET¢ Met target for completing the preliminary requirements and technology design and testing
stages.

Munro Scheduling Center (MS€design andmplementation engagement to support meeting the
MCC building expansion targets.

A F\2013 Program Work Plan Accomplishments:

Completed significant revisions of tpeogramstrategy, better framing up the scope of the CC
program, the asset system service ségies, and more significant analysis arogogernance &
support strategies addressing keyogram risks.

Significant coordination with the FApfogram towards joint asset planning for the CC Critical
Facilitiesassets.

Completed about 63% of the Systerc8rity Plans targeted for 9/30/20180 KA & A& I We St
progress indicator, but planned completion is expected to mak&@D% (green) by the end of
FY2014 Q1 as planned.

Evolved the system lifecycle plan templates, risk methods, and data collectioesstand have
begun to ramp up on coordination to complete them.

Evolved SAIM objectives internally. Additional achievements to consolidate some inventory data
across the TO groups.
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Control Center Historical ActualCapital

$7,000
$6,000
$5,000
S $4,000 -
©
=3 m CC System &
% $3,000 - Application
K|
g $2,000 - m CC Infrastructure
components
$1,000 - m Control Center -
Upgrade & Add*
$O T T T
FYO7 FYO08 FY10 FYll FY12 FY13
-$1,000 .
Fiscal Year

Historical Actuals Capital

Dollars in000
Equipment Category FYO7 FY08 FY09 FY10 FYi1l FYy12 FY13 Total
CGC Upgrade & Add* $490 $4,116 -$325 $981 $726 $339 $3 $6,330

CC Infrastr components $1,594 $225 $497 $400 $3,562 $2,365 $3,223 $11,866
CC System & Application $2,003 $2,064 $1,239 $935 $619 $863  $1,478  $9,201

Total $4,087 $6,405 $1,411 $2,316 $4,907 $3,567 $4,704 $27,397

*Expand Program Dollars

Historical Actuals Capital

A Today, CC typically has the capacity to execute abodti®lion per year in capital work, depending on the
amount of largenfrastructure upgradevork occurringExcept for RAS work, projects are typically executed
by all TO staff, so it is mostly a i@€nandcapacity planning issue to complete capital work.
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Control Center Historical ActualExpense

$18,000
$16,000
__$14,000
3 $12,000
S%$
£ $10,000
£ $8,000 - m Data Center/Infrast
g $6,000 - m Ops Systems
$4,000 -
$2,000 -
$O = T T T T T T

FYo7 FYO08 FY09 FY10 FY11 FY12 FY13

Fiscal Year
Historical Actuals Expense
Dollars in ‘000
Equipment Category FY07 FYO08 FY09 FY10 FY1ll Fy12 FY13  Total
Ops Systems $5,124 $5,393 $5,163 $6,408 $7,695 $8,173 $8,916 $46,872
Data Center/Infrast $4,555 $5,887 $7,382 $6,590 $8,735 $7,373 $7,743 $48,265
Total $9,679 $11,280 $12,545 $12,998 $16,430 $15,546 $16,659 $95,137

Historical Actuals Expense

A Note that expense costs above were extrapolated from organizétimgets and accountsased on
assumptions omssetspecific work (including security and compliance activities)

A Expense costs includabor and materials foa broad base of activities, such as:
i Minor systemenhancements and configuration changes
I Minor system upgrades and additions (not capital eligible)
I System requirements and preliminary design stage work (not capital eligible)
I System breafix and24/7 realtime user support
I Securityrelated monitoring, documentation, and projects
i O&M work orders fostandard system maintenance work
I Compliance activities
I Technology training and travel
I Inter-site travel
I Service contracts
I Spares pool replenishment

As mentioned abovéjaving a clear undstanding of current condition, performance standards, and system
lifecycle plans for improved, ridgkased asset planning is not complete. The following reflects what is known at this
time.
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Important Lifecycle Aspects of CC System Assets:
A The rate of techalogy change has been acceleratiegulting inequipment and infrastructure life spans are
significantly shorter than in the past.

A Asset systems in the CC comprise multiple components: applications, operating systems, servers and in
some cases, otherandware.

A ¢tKS deaisSvyaq O02YLRySyida NS FTNBldSSydte &2 AydSNR:
typically requires replacement of one or more of the other components.

A Thereare interdependencies between field and master comporiastallations requiringlongterm
planning and executiofor replacement strategiesMany systems and technologies must be supported past

their normal end-of-life to accommodate this, and often parallel support is required for both the old and
new systems in the CC urfiéld units are upgraded.

A Where possible, the CC uses commodity servers and hardware, and keeps spares avaiiale on

A Most of the systems in the control centers operate on the MS Windows OS, and there is an effort to migrate
most remainingsystems tdvlS Windows where possible.

A Server and workstation hardware, and relatguerating system standards are an early guide towards
lifecycle replacement at seven years (for Windows systefs$. is usually the longest a CC system can
operate without a signifant upgrade of its component$hiscomponentstandard is recognized in the data
center hardware and software lifecycle management processes across the CC computing environment based
on support and manageability, and is an initial guide to evaluatind\tBeY I A Y Ay 3 T Ol 2N&E AY
lifecycle plan.

Al YEydZFE OGdzNBENDA adzllll2 NI 2 F G K S AcdtesipRrehasdglofidls | LILIE A
software applicatiorthe vendor can discontinue support without notice

A Historically, bngterm mairtenance and support costs for new systems and infrastructure are not
adequately assessed, planned, or allocated when the investments are approved.

Lifecycle Plans

Today, the lifecycle plan effort is evolving the assessment and scoring method to break down the various
performance aspects of the systems, and more specific criteria for assigning risks scores towards meeting them. The
sum of these scores will provideYa2 NB a4 LISOAFAO aSyasS 2F NBftFGAGBS Wl SIEfti
method is discussefilirther in sections below. With the absence of this visibility today, asset priorities are identified
and prioritized in the project portfolio procesand are generally prioritized by most urgent compliance or upgrade

to be addressed.

Current Project Portfolio Priorities

Today, the project portfolio is a growing list of projects that isdnstantflux due tourgent priorities. The backlog
of work is growing, anthe most urgent projects are the ones that get priority by default. The peetstrategies
(and related risk priorities method) did not offer an effective way to incorporate the risk methodhatproject
process or vice versa. The intent is that the new lifecycle planning, and theoroflidentified priorities and
funding'staff requirements, will offer a better way to consistently log, incorporate, and prioritize newupop
projects, and offe better visibility of the relative importance and total demands of all those priorities.

Current projects identified in théscal yeaimplementation plan as of 9/30/2013, and their asset risk drivers, are
reflected in the3.1 10 Year Implementatiora® section below. The majority of the CC work is sustain based. A
small portion of the work is categorized as expansion work and is typically comprigpdraties necessatyg meet
compliance or policy driven requirements.
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2.2 Future State

The CC Asset Performance & Management Objectives identified in FAfRD%0Il applicable are listed in the table
below. While thesesustainfocusedobjectives remain accurate and sufficient to the &€kt program,notions of
the measures, end stage targets, asithtegiesto meet themare evolving.

Asset Performance Objectives

Category Performance Objective End Stage Target

Reliability & | Replacement or maintenance Assets that result in a No assets are assessed
Compliance | actions result imo assets combined Critical Risk Leve I  O2 Y0 AY SR
assessed as Critical Risk Lev, rating per the CC Risk Level rating

of failure, obsolescence, or | Assessment methodology*.
noncompliance

Availability Critical systems meet their | Annual average of Currently, the following
respective availability targets| scheduled and unschedule¢ systems have targets set
outages of any one A SCADA: Available
instance/site or component 99.95% per FY**

of the system
A AGC: Available
99.975% per FY**

Availability In addition to being All NERC CIP Critical Cybe| Target currently met.
redundant, themost assets are fully redundant a
importantsystems are both sites.

deployed in a geographically
diverse manner to help ensur
continuity of operations in the
event of loss o& control
center.

*See Asset Health & Risk Assessment method and criteria outlined in section 2.3.1.

** Measures include average total planned and unplanoathges per year, measured and accumulated weekly.

There may be a need to evolve the objectives-Y2014o incorporate some of the following themes and issues:
A BPAstrategies and business requirements for Operations are clasfieti that asset servia@emands (their
performance expectations) are planned for success.

I Beyond sustain, the CC systems need to be planned for all lifecycles activities, includirngeBPA
expansion in Operations business capabilities and technology innovations. A sigpditiant of CC
assets are being targeted for various forms of expansion and innowaitiloim upgradesand there
Ada I ySSR (2 dzyRSNRGIFIYR GKA&A o0SGOUSNI G2 Y2NB 7T
asset plans, and the related requiremeittwill take to achieve them within this largely O&M
focused organization.

A ROdzA 2y 6aSOdNRAG&é¢ NRaA| | Coadiiance veScyobaser befidvindasinote dza
typically focus on achieving the right practices for secure and managetsas

i As discussed above, the feds and industry are focused on evolvingenfdneng both innovation
and rigor in this area to get Agencies focused on sound asset and risk management towards ensuring
achievement of Federal and business objectivesisensposing multiple compliance drills. There is
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heavy emphasis on enabling secure SmartGrid technologies. From a criticality and redundancy
standpoint,need toclarifyg K & G KS aY2ad AYLERNILFyGéE Sldzr 6S G
2dzad / /' Qauv o

A Identifying a more explicit itemization of the range of requirements each asset system is expected tim meet
its performance expectations and lifecycle plans, including a range of regulatory and BPA requirements for:

i Cyber Security standards, including D®&ctives, FISMA/NIST and NERC CIP

i All NERC Reliability Requirements for Operations that are directly supported by systems, including
Emergency Ops Procedures (EOPO08).

i Federal Continuity Directives (FCD Mission Essential Functions #23/24) requirements

i BPATransmission Technical Standards where appropriate for communication and control assets in
the CC.

2.3 Asset Condition/Performance Gaps
An understanding of the following key itemsl| drive clarification ofsset performance objectives, system
condition and performance expectations, and the related risks:

1. Strategic demand planning to connd&®PAOperations Strategy requirements to system services (System
Lifecycle Plans for services expectations).

2. System Lifecycle Plans for system health anddishktification.

3. Clarify the need to expand on availability standards for other/more systems, and determine process
requirements for monitoring against them.

Thetableof projects shown belown section3.1currently serves as the list of known performargagps and issues,
largely driven by the most urgent cyber security, compliance, and upgrade igsutte above tasks are completed
data-driven current and future state risk mapsll be enabled

Evolving Asset Assessment Methods

The previous strategiesontained anAsset Health Risk Assessmaiile and methodology that ranked risks of
Obsolescence, Failure, and Noncompliance for each system, multiplied the sum of those by the impact severity level
of loss of the system, and then prioritized them in ardérisk scores. This was a rudimentary -fpel process for
assigning scores and capturing reasoning and risks. The image below is a partial/sample snapshot of the resulting
risks table. The evolving lifecycle plans and related risk scoring will entiésidescribed methodThe expectation

is that the asset health demographics, risks, and gaps will be better understood. The resulting Risk Assessment table
shown below will be relatively similar, but with some improvements. Additionally, ther@€am will be

undergoing theTotal Economic Costaluation of the risks associated with CC assets iggtirg of 2014. This will

result in potential new strategic alternatives and will drive a more quantifiedimiskmed strategy in the future.
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2011 Health Assess mem Sconng Critical|=
‘ Prob Moderate - High|= | 10-14 |
obsolesc ,or failure Low|= B 0

Asset Risk
Total Score
Health S (Health x
Score seve 3 :j Impact)

Obsolescence
Noncompliance |

E

i

"]

¢

row CC System Asset &
1 |Cyber Asset # 3 1 3 7
2 |Cyber Asset # 3 1 3 7
3 |Cyber Asset #3 3 1 3 7
4 [Cyber Asset #4 3 3 1 7
5 |Cyber Asset#5 3 2 1 B
6 |Cyber Asset #5 3 3 3 9
7 |Cyber Asset # 3 1 2 B
8 |[Cyber Asset#5 3 1 1 5
9 |[Cyber Asset#9 1 1 3 5
Cyber Asset #10 3 2 2 7
3 1 3 7

= =
-

Cvhar Asset #11

A AssetHealth Assumptions include:
i Assets are given Health ratings that take into account all of their components and the various levels
of compliance requirements faZCsystems
Likelihood of failure are indicated by instances of component failures or intembiigstem outages
(i.e., a hard drive fails repeatedly).
Likelihood of obsolescence are indicated by loss of vendor or staff support, or problems with
interoperability (i.e., vendor support is discontinued for a component, or componédhhet
interoperate with other key components or systems).
Likelihood of noncompliance is indicated by technical feasibility of components or systems to
comply with regulatory requirementsncluding NERC CIP, FISMA -&I3P
A Impact Assumptions include:
x  The FISMAequired FPS 199 Classificati¢discussed in th€riticalitysection abovejor each asset
was used to set this score.
x Catastrophic/High=% A y Of dzRS&a |ttt bow/ /Lt //!Qaz | a ¢St
A Risk Level = Health X Impacgflected a<Critical, ModerateHigh, and Low

In FY20Q, the CC conducted a risk assessment survey to identify the biggest risks to nieetoentified
objectives. The procesempletal the following steps per the t ! ri€kdnethodology:

A Risks to achieving asset management goals and objectives

A Risk identification/definition (23 total risks) by team

A SME analysis and surveyed prioritization of top 11

A Selection of top 5 for improvement

The most significant risks shievinghe objectives of theassetstrategy are all related to constrained resources in

light of skills and knowledge sustainability, Kd&ersus replacement and expand workload, and increase in

competing priorities. These top 5 risks (listed in the table below) are still relevant today and paramount to address in
the CCasset strategy.
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Results of Risk Assessment Survey
. o Likelihood X
Risk: Description: Impact

1 Projects are approved and | The control center has a finite number of staff with operational expertise. This 20.45
funded without a staff must support both operations and maintenance as well as function as
corresponding primary implementers of new projects. Continued growth in the number of
commitment to operations | systems requiring support will invariably necessitate less time dedicated to new
and maintenance, both in project work, causing project delays.
terms of expense dollars
and support staff.

2 NERC/WECC and FISMA NERC/WECC and FISMA requirements continue to increase the workload on TO 19.71
compliance effort. staff. This pertains to implementing standards, system monitoring, reporting, and

audit preparation. Improper or incomplete NERC-CIP related processes or
documentation leads to sanctions and/or new mitigation work. This work then
competes with other projects for resources. This results in failure to meet
established schedules, increased net costs and inability to spend capital funds
per fiscal year budget.

3 Commitments to new Significant commitment to these programs leads to unanticipated expansion 18.24
initiatives (e.g. WIT, work, as well as long-term support work. This diverts staff from existing Control
Synchrophasor) Center systems and operations work. These commitments typically have

aggressive timelines.

4 TO staff retire, quit or The skill set required to maintain, operate and implement Control Center systems 17.01
transfer before succession | is highly specialized. There is a heavy reliance on contracted retired BPA
planning can occur. employees to meet many of these needs. Finding or training staff with the

expertise needed would be difficult and time consuming (6-24 months) without
the added constraints of a staffing cap. The result is a reduction in system
support and delays in new project work. Increasing reliance on contracting staff
is an additional risk to maintaining core systems knowledge.

5 The continued Maintaining a range of old and new technologies increases the institutional 14.45
maintenance of a range of | knowledge and technical expertise required to support it. This impacts staff
old and new technologies requirements, cross-training and re-usability of system components.
with current staff.

In F2013 strategy development work, the CC strategpandedhe above risks to recognize gapsfbovernance &
SupporOF LI 0 At AGASA Ol aasSa Yl lbekafdreSsgdver thSlghy erinSiNdiatized ini K | G
the following areas
A IncreasingBPAwide demands on the CC assets and staéfquiring more cohesive strategic direction and
Gt AYyS 2F aArA3aKGéE (G2 GK2aS RSYLI yRands ahdyfheir rélative igriodfyA & A 0 ;
to the strategic business goals.

A Adoptingad { SNIDA OSa¢ @OASg G2 aeadtSYy NBkwiideman8y Ga | yR 2
documentedcurrent-day system demands and requiremenBaluating the service model towards a
S NIBAOS RSt ADSNEE T2 Odzeededefficienck SkillddndistafSpjainkgr @ 1 S& | |
expectations, anddentifying the appropriate level of support needs (functions, processes tfRatkEnpact
CC workload andelivery capability. This y Of dzZRSa Of  NAFeAy 3 acadsSy a! g A

monitoring.

A Enabling visibility and practices for more coordinated and proactive work demand & resource capacity
management supported by appropriate level of tools and staffthere isneed for visibility to the complete
range of lifecycle actiytdemands being made for the CC assets and their support staff. Current processes
and tools are not sufficient to support managed and cohesive receipt, characterizing, routing and
prioritization ofwork requests in relation to staff capacity.

A Enabling efficient access t@ccurate, complete anéhtegrated CC asset informatiosufficient to support
proactive and compliant asset inventory, planning, risk management, and audit response. iog@m
needs to define a path for maturing asset Configuration Managerpedticesand program supportand
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then integrating other basic lifecycle information for a more holistic view to asset health, risks, costs, and
planning decisions. This is essential fatoning good asset management and security practices.

A Establishing dedicate€Carchitectureplanning functionsg the CC staff bandwidth is largely consumed by
operations and maintenance activities, with a small percentage towards technology and araleitectu
planning. CC is challenged with inadequate architecture staffing to spend sufficient time to plan future,
cohesive architectures that ensure recognition of all the strategic and security requirements, and that are
well coordinated with other groups, ihding through thdntegrated Control Systems (ICS) Councils
processes.

A Implementing better practices and tool® plan for Communication & Contralystems as complete
systems-The CC, PSC, and SPC assets make up theselotgsadsets that really fuicA 2y | & I Wa ¢
for operations. Though coordination and efforts via tkESCouncils are aimed at improving this area, the
data systems, planning and design processes, and compliance view to these systems are still relatively
separate. The CC needsltiiNP JA RS f SI RSNBEKALI Ay GKAa I NBIF G2 Of
planning functions to bridge the architecture coordination gap that exists for these systems.

A Adopting a risk management approach to system securt¢ompliance tends tget the priority for staff
work and interpretations for security implementation, and tends to be reactive. A new focus and cyber
aSOdzNARGe adGNF G§S3e A &F AWRIRS P 325 Ry RE yf (WAyTAYY 3d & S/GRIZMAYTL
longerterm goals ad demands and grow risk management practices around system services, versus short
term compliance requirement interpretations.

A Establishing a CC data management program that establishes standards, architecture, and strategic
service directionCC system da is in high demand by mamy BPA As new systems are added and evolve,
the data interdependencies between systems becomes more complex and poses both risks as well as
challenges to improving standardization, manageability, and @mbdels System inentory and
configuration data is another aspect of CC data management challebgeently, the CC does not have a
coordinated and recognized data management program to estab(shid@: data standards, plan sound
and consistent data architectures, andarfcohesive and streamlined data management serviceseet
the range of demands

A LRSYGATEAYT YR aAyadaddziazyl t AT Ay3é Of SN 2NHI Y,
and better integrate project portfolio management priorities and activitie€ompletion of the lifecycle and
program asset plan, as well as complgtthe strategic demand planningill better define asset service
expectations As this work is completed, processes and roldsetiter integrate more formal C@ethodsfor
asset strategy and plannimganagemenineed to be established

Other wncertainties
A Major change initiatives such as the Energy Imbalance Market decisions and direlstingingsecurity and
continuity requirements, and other regional process and innovation expectatiihlse taken into account
as the CC strategy evolves

2.4 Strategic Approach to Closing Gaps
In summary, theassetperformanceobjectives are:
A Replacement or maintenance actions result in no assets assessed as Critical Risk Level of failure,
obsolescence, or noncompliance
A Critical systems meet their respective avallgbtargets
A In addition to being redundant, the most important systems are deployed in a geographically diverse manner
to help ensure continuity of operations in the event of loss of a control center

Transmission Asset ManagemeSitategy
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The following strategic approach and identified tagetill getthe CCprogramcloser to achieving this future state
and improving asset management practiceeluding the evolution of the full asset demands (beyond sustain) that
are expected from CC assets

Asset Life Cycle Rerformance Strategies

1. Complete Lifecycle Plans for evaesgstemand update them at least annuallyThe lifecycle plans
development was a targedf FY2013, and are targeted to be complete for all systdmeforethe end of
FY014 Q3. A new expanded elemenftthis picture will include an understanding of the various lifecycle
activity demands and gaps, including O&M, minor enhancements, upgrades, and major expansion work.
Reflectingheselifecycle activities in relation tthe expected performance, includi demands to expand
those assets to meet evolving business needs, mugldigified in the asset performance picture ftese
shortlifecycle assets

A The risk assessments will be consistent with ! ri€kdnanagement policies.

A Lifecycle Planning, inaing risk assessments, Wik refreshed at least annually

A The lifecycle plans culminate to tfogram Asset Plamvhichidentifies all theasset risk priorities
before they becomerojectsand suppors more proactive and visible priority management ves|
as strategic capability planning.

A This work is also expected to support the Transmission Asset Strategy Integration (TASI) project
work scheduled for CC focus in2BY4 Q3.

2. Server and workstation lifecycle standards suppdetermining system upgradelanning and risk
methods.Thiscomponentstandard is recognized in the data center hardware apérating systentifecycle
management processes across the CC computing environment based on support and manageability, and is
an initial guide to evaluating KS NB Yl Ay Ay 3 FFOG2NE Ay | IABSYy aeal

A These standards pose as risk indicatorthenCCLifecycle Plan risk scoring scheme, supporting
priority setting to those systems nearing hardware EOL.

A Upgrades Server hardware end of life is considered 7 years; where optimal, any given system will
complete a major upgrade (hardware and software) by tfig&ar of the hardware life. The same is
true for workstations, but on a 5 year cycle. These will be idextifi the CC equipment database
and in every system lifecycle plan developed in FY2014.

3. Other Cquipmentlifecyclestandardswill be developed and incorporated intsystemdifecycle
planning. Other Data Center Programs (Network, Telecomm, and Physieatiucture) are in the process
of defining equipment lifecycle standards for all equipment. Telecomm will be tying in and coordinating with
the PSC Program strategidhe Facilities Asset Management (FAM) team will be creating and coordinating
these sandards and condition assessments for the CC Physical Infrastrugttr€C staff, and will set
targets through their asset program

4. Complete Windowsnigrations efforts for remaining OpenVMS systenidany of the systems now rated at
High Risk Level due tdsolescence and support risks that will be migrated to Windows platforms to reduce
the range of technology support, improve compliance management, and increase interoperability.

A ThreeEnergy Management Systems (EM®@)left to migrate, airrently plannel over the next two
~ years,
A Threeothers are targeted to be planned and migrated in the negty&ars.
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A Software obsolescence and issues is identified as in the risk scoring scheme as an additional
weighted item; the combination of both equipment and sofire risks and related support issues, as
well as their highmpactscores weights these system migration projects as-higlpriorities.

5. Develop a C@ata managementprogram andstrategy ¢ Support current data infrastructure staff in
developing anevolving a CC Data Management Program and Strategy to identify:

A Program function, roles, goals, and outcomes desired

A Identify strategies and plans to achieve the goals for an improved data management program,
including setting standard, technology directjaand optimal data solution approaches.

A Identify future tiein with Configuration & Change Management processes and data, architecture
design standards, data flows, and asset planning

Closingcapability gaps¢ Governance & Suppoutrategies
6. Developenterprisel NOKA G0 SOG dzZNB I yR &G NI (,3eHnn@a sériide yiév tetieir & A 3 K
respective service strategy, performance objectives, and lifecycle demand requirebyetiéselopinghe
following capabilities:

A Strategic Demand PlanningQarify BPATransmission desired outcomes, strategy business
architecture, and priorities in relation to Operations direction as3$etneeds.Partner with other
efforts around BPA (Transmission Strategy development, Tech Innovation, Commercial Ops
initiatives, etc) to helpdevelop the Enterprise Architecture for the operations busirdissction.

A Clarify system services requirements and strategiddentify system requirements, performance
and service expectatiorand in relation to Strategic Deand.

A 1dentify use and practices around availability standarfts systems, possibly creating a tiered class
approach.

A Clarify the variousontinuity and disaster recovery requiremengsd capabilitieexpected of each
CC system. Identify any gaps to loelgessed

7. Establish dedicated CC technology and architecture planning functionsles to enable standards
development, futurelooking and comprehensive architecture plans, and a higher level of coordination
across CC and other groups.

A EnsureCC Operations system service expectations are clarified, and integrated master, remote, and
telecomm technology and replacement plans are planned as part of the complete service.

wow A A

A Identify the relationship and coordinatiarequirementwith the Integrated 2 y G N2 f { @ a i
functions of the PSC and SPC Technology Evaluation and Test councils and test teams.

Y ¢

8. Strategically plan for CC asset information managemémiprovements to ensure that information on CC
assets is accurate, complete, secure, and readigssible to those who need it. Specifically, as outlined in
the preliminary drafiStrategic Asset Information Management (SAIM) plan:

A An Asset Configuration Management Programpporting systeninventory, configuration,
architecture, changes, and servigerformance expectations) is established with clear service
expectations, process, roles and responsibilities, and has sufficient staffing and system solutions to
support the process and identified stakeholder needs.

9. Develop visibility, tools, anghrocesses to support more complete and proactemand &Capacity
Managementin the CC to identify both sustain and expansion workload and skill requirements, allocate
existing staff to greatest benefit, and anticipate where staff needs to be added.

A Outline alternative approaches to completing identified work
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A
lifecycle activities.

10. Develop acybersecurityand risk management strategyowards evolving currentiactices for system

A D M I N I S TR A TI

visibility, risk assessment, decision making and compliance response

FY2014 Strategy Targets

FY2014 Target
1. Complete Lifecycle Plans for every system and update them at
least annually.

Target: Complete an initial version of all CC system lifecycle plarn
and culminate into a Program Asset Plan rollup, by the end of
FY2014 Q3.

Measure: |
Every identified CC system, and or program of
systems, has a version 1.0 lifecycle plan docume
with a preliminary rik score and an FY needs plat
0PQakC¢oU P

2. Server and workstation lifecycle standards support determining
system upgrade planning and risk methods.

Target: All systems lifecycle plans have the CC Equipment Datah
EOL recognized and part of the risk scared lifecycle plan by the
end of FY2014.

CC Equipment database is updated to indicate E
for all Servers and workstations for every system
and the hardware EOL is incorporated into every
lifecycle plan risk score.

CC Equipment database generates a peaciod
report of EOL risks.

3. Other CC equipment lifecycle standards will be developed and
incorporated into systems lifecycle planning

Targets:

3.1 Network and Telecomm Programs will identify lifecycle
strategies and EOL standards as appropriate for theifpegent
types by end of RA014.

Equipment types population will be determined.

CC Equipment database is updated with the
equipment and to indicate EOL for the identified
population. EOL risks are identified in the related
subsystem lifecycle plans.

CCEquipment database generates a periodic
report of EOL risks.

4. Complete Windows Migrations efforts for remaining OpenVMS
systems.

Targets:

4.1 Projects are currently underway to address the Windows
migration of the 3 remaining Energy Management Systems JEM
SCADA, AGC, and PSM.

4.2 Projects are expected to begin replacement planning for the
remaining systems in FY14: KWH, SEMM/FLAR, and Microway|
Monitor (MWM) Masters, with intent to replace over the nexB2
years.

Current Project Delivery Years:
SCAACFY015 Q1
PSMc FY2015 Q1
AG(C FY2016 Q1

Preliminary Planare expected tde identified and
approved for the KWH, SEMM FLAR, and MWM
Masters by the end of 2014.

5. Develop a CC Data Management Program and Strategy.

Target: Appropriate TO staff identified and charged with
coordinating and developing a proposed CC Data Management|
Program and Strategy for TO management review, input, and
approval by the end of FY14.

A DM Program Plan and Strategy is drafted
sufficient for TO management seriowesview and
consideration. Strategy should recommend next
steps and targets to be approved.

Transmission Asset Managemestrategy
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FY2014 Target

NOKAGSOU
assets, refining a service view to their respective service strateg
performance objectives, antifecycle demand requirements.

Target: Outline a plan for a Strategic Demand Planning effort
26 NRa ONBLIGAYy3d YSOKFIyA&aYa
for TO and TPO management review by the end 20FE¥ Q1.

A D M I N I S T R A T I

Measure: |
Plan available for TO/TPO managemeaview by
the end of F2014 QL. Plan to include goals, plan
and approach, expected resources, and progresg
milestones.

Leadership and analysis for the effort will be a
focus of the CC Program manager.

. Establish dedicated architecture and technology plang
functions or roles. Evaluate objectives and options for roles and
staffing for enhancing and enabling CC architecture and
technology planning function(s).

Target: Through Transmission Operations strategic planning, thg
TASI project, and other efforts appropriate, identify a strategic
functional approach and next steps by the end o224

A simple plan and approach is outlined and steps
for proceeding are approved by the TO Manager

The planwill identify the relationship to the PSC
and SPC Techmmly evaluation and test Councils
and Test Team functions.

. Strategically plan for CC asset information management
improvements to ensure datan CC assets is accurate, completg
secure, and readily accessible to those who need it. Specifically
outlined in the preliminary draftStrategic Asset Information
Management (SAIM) strategy

Target: Per the preliminary SAIM Strategy approved on 3/31/20
achieve the first 2 recommended steps by the end of FY2014 Q

8A. Designag¢ a Tier Il or above Manager to own* and
champion the strategy developmerdnd implementation
planning.

8B. Determine staff and/or an approach to effectively
support the Strategy development effofor project
management, analysis, and/or consultingt Sgbsequent
targets for progress based on the decisions.

A simple plan and approach is outlined and steps
for proceeding are approved by the TO Manager
FBoYSNE 9ELISOGEGAZYya A
A Accountable to ensuring the strategy
development is supported and maned) for
progress.

Ensures the Strategy effort is defined,
structured, and all appropriate stakeholders
are identified.

Ensures all the related stddforts are in
alignment, prioritized and managed against
the strategyc monitors both shoriterm

efforts andlong-term vision development.
Garners agreement at the TO management
team level for final strategy and
implementation plang ensures all
perspectives and concerns are incorporated.,

A
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3.0 STRATEGYIMPLEMENTATIONPLAN

3.1 10 year Implementation Plan

The current threeyear viewfor priority projectsidentified as of 9/30/2013s outlined below. In summary, this work
plan will experience some flux and new priorities, for which the most urgent compliance and upgrades will get
priority.

Expected

Work Expected

Sustain/

Project Plan EY Com Expand Main Project Driver (Risk)

pletion

Start
Control Centers(Expansion)

RAS AC/West Side Controller F\013 F\015 Expand PolicyInterconnection comrit.

Exparsion

CSMRoomExpansion F\2014 F\2014 Expand = Compliance/PolicySupportcurrentgrowingsystems
CC Security and Event Log Consol FY2014 F\2015 Expand | Increased Security/Compliance, Agency KAT
Centralized Backup Phase 2 F\2015 FY2016+ Expand @ Compliance/PolicPisaster Recovery

Dispatch Line Fault Indic Tool Imp | F\2015 FY2016+ Expand DiscretionaryDispatch visibility, reduce outage time
Cdnfrastructure (Sustain)

DCGEMVCC Network True Up F\2012 F\2014 Sustain | Site to site standardization, compliance

CC Network Mngnitools Upgrade F\2012 F\2014 Sustain | Upgrade/EOL, site/tools standardization

CCN DMZ Update FY2013 FY2015 Sustain = Upgrade/EOL, imminent compliance issues
Security Scanners F\2013 F\2015 Sustain | Upgrade, compliance, standardization, efficiency
IDS/IPS Upgrade FY2014 FY2015 Sustain = Upgrade/EOL, improved security, standardization
MCC Dispatch Modernization FY2015 FY2015 Sustain = Upgrades, site to site standardization, EOP008
DTF Dispatch Modernization F\2015 FY2016+  Sustain = Upgrade room andbols to current dispatch needs
CC Public Key Interface (PKI) F\2015 FY2016+  Sustain = compliance, security enhancement/consolidation
CC Systems and ApplicatiorfSustain)

SCADA EMP 2.5 Upgrade FY2011 FY2014 Sustain = Upgrade/EOL, Window's Migratigtrategy

CC OPI App Web Server Upgrade | FY2012 FY2014 Sustain = Upgrade/EOL, capacity/performance issues
EMS Systems Replacement Phase FY2013 F\2016 Sustain | Upgrade/EOL, Window's Migration strategy
CCA NERC CIP Compliance Upgr:é FY2014 F\2015 Sustain | Upgrades, Imminent compliance issues

Automated Patch Management F\2014 F2015 Sustain | Upgrades, compliance improvements, efficiencies
Pl Upgrade FY2015 F\2015 Sustain = Upgrade/EOL, compliance issues
DART Upgrade FY2015 F\2016 Sustain = Upgrade/EOL, compliance issues

9h[ I G9¥GMAY [A&BOwW/ 9YSNBSYyO& hLISNI(GAZ2ZYya wSIldANBYSy(aé

CC typically has the visibility to plan abot@ 2ears outThe expectation is that Lifecycle plans, and theuplbf
identified priorities and funding/FTE requirements, will offer a somewhat loteyen and comprehensive view to

the program needs. Improvements towards consistently incorporatewy popup projectsinto the Asset Plawill
offer mechanisms to managée priorities andsee the relative importance and total demands of those priorities.
Theplanis to develop methods to incorporate this analysis into the asset priorities before they become projects,
and support more proactive and visible priority manageime

Transmission Asset Managemestrategy
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3.2 Program Forecast Planning

FY20142023Capital Forecast
Direct Capital onlyNominal Dollars in '000

EquipCategory Fyi4 FY15 FY16 FY17 FY18 FY19 FY20 FY21 FY22 FY23 Total
CC Expansion $1,389 $1,517 $1,526 $2,500 $2,500 $2,500 $2,500 $2,500 $2,500 $2,500 $21,932
CC Infrastructure $2,479 $2,987 $3,052 $2,706 $2,783 $2,861 $2,939 $3,019 $3,094 $3,094 $29,014
CC Systems $3,332 $2,840 $3,052 $2,500 $2,500 $2,500 $2,500 $2,500 $2,500 $2,500 $26,724
Total $7,200 $7,344 $7,630 $7,706 $7,783 $7,861 $7,939 $8,019 $8,094 $8,094 $77,670

FY2014FY2023 Expense Forecast

Nominal Dollars in ‘000

Maintenance Program FY14 FY15 FY16 FY17 FY18 FY19 FY20 FY21 FY22 FY23 Total

Control Center $19,708 $20,024 $20,344 $20,670 $21,000 $21,336 $21,678 $22,025 $22,377 $22,735 $211,896

Caveats
Forecast is currently under review as part of the 2014 Integrated Program Review (IPR) process and will be updated

conjunction with thdPR timeline.

Transmission Asset ManagemeSitategy
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EXECUTIVESUMMARY

Power System Control (PSQGpgram overview

Power System Control assets are the substation controls and the telecommunications equipment that help maximize
capacity on the transmission systerfaquipment includes:

A\ Telecom Transport

Telecom Support Equipment
SCADA/Telemetry/Supervisory Control

Fidd Information Network (FIN)/Operational Networks
Telephone Systems

Transfer Trip

Remedial Action Scheme (RAS)
SystemTelecommunications

FiberOptic Cable

I > D > D> >

PSC Capital Forecast FY22DP3
$30,000

$25,000

©#
N
o

# PSC - TELEPHONE SYSTEMS
® PSC - TRANSFER TRIP

’ ® PSC - FINJIOP NETWORKS

# PSC - SCADA/TELEMTRY/SUP CNT
® PSC- TELECOM SUPPORT EQUIPN

m PSC - TELECOM TRANSPORT

©~
=
o

3

Dollars (Nominal, in '000)
©»
H
Ul

&
a1

o o o o
© o o o o
o o o o

I I I I

FY14FY15FY16 FY17FY18FY19FY20FY21FY22FY23
Fiscal Year

Keyrisks to be addressed

A Unplannedequipmentreplacements due téailures

Outage risks antdigheconomic costs due to equipment failure

Technology interoperability issues

Technology obsolescenaad evolution

Costly rework caused by inadequate testing, lack of needed coordination with System Protection and
Control (SPC) and Control Center (@Gyrams

A Lack ofmanufacturersupport

A Changingower system operationsieedsand evolving regulatory requirements

> > > >

Strategy Elements
By using the total economic cost analytical approach, this strategy reflects the identification of a replacement plan
that provides the greatest opportunity to reduce risks and therefore cost to BPA and its custdinisrdrives the
developmentof a strategy that includes:

A Focus on replacing critical -esk equipmentfirst

Transmission Asset Managemestrategy
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Less critical and risky equipmeatallowed torun to failure
Accumulated backlog of replacemenmggplanned based on economic lifecycle
Preparation for future technology
Work process improvements
I More robusttesting
I Documentation clean up and management
I Enhancedraining
I Coordination with SPC program f@placements

> 3> I I

In the long run, this strategyill help:

A Set thepace of planned replacementisat reducesthe frequency of failurg which has an impact on
preventative maintenance, corrective repairs and emergency replacemtreieby reducing the ecamic
c2ad G2 .t! FyR G2 .t! Qa Odzal2YSNA
Overcome the backlog of replacement améch a steady stat® better manage risks, costs, and resources
The PSC program be bettaositioned to respond to market changes
Make PSC staff more efficient and effective

> > >

1.0 STRATEGYBACKGROUND

1.1. Business Environment

ThePower SystemControl (PSC) assets are critical control components for the transmission system. The program is
highly driven by emerging technologies and regulatory compliance and must be positioned to respbaddes.

Much of the equipment has a short lifecycle due to its technology type and often external forces drive the
availability of spare parts and contied support from the manufacturer.

1.2 Assets, Asset Systems and Criticality
ProgramProfile: 732 sites, including 111 radio sites, 482 BPA and customred substations, and 139 other sites
such as power houses, maintenance buildings, and contraécen

AssetsEquipment is categorized into giroupsand is described in the table below:

Asset Description

Telecom Transport This equipment includes analog and digital microwave radio, analog &
digital multiplex, fiber optic terminal equipment and UHF radios. The
combination of these systems creates an extensive, systaha
communications network, with over 10,000 teleconcaits (primarily
data and control circuits)

Telecom Support Equipment | This equipment includes alarm systems, batteries/chargerspP0C
converters, engine generators, UPS systems, timing systems, fault
locators, miscellaneous support systems, and tovesrd grounds.

SCADA/Telemetry/Supervisory This equipment includes Supervisory Control And Data Acquisition

Control Remote Terminal Units (RTUS), supervisory control systems, and
telemetering systems.
Field Information Network This equipment includes FIN network equipment, operational hetwork

(FIN)/Operational Networks equipment, network management system equipment, and modems.

Transmission Asset Managemestrategy
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Transfer Tip This equipment includes protection units and Remedial Action Schem
(RAS) communication units.
Telephone Systems BPA maintains an extensive internal Dial Automatic Telephone Syste

(DATS) for daily operation and maintenance activities. This equipmen
includes DATS switches and supporting systems, key system and
telephone equipmentandteleprotection systems.

FiberOptic Cable This includes approximately 3,000 miles of fiber optic cable.

Criticality

Less Important More Important

Misc. support systems = Telephone systems = VHF/mobile/portable radios RAS

Telephone protection UHF Transfer trip

FIN network DATS SCADA
Multiplex Fibercable
Power line carrier Comm batteries/chargers
Telemetering SONET/MW radios

Operational networks/NMS
Supervéory control systems
UPS

2.0 THESTRATEGY

2.1 Current State

Over the years, mitiple generations oPS@&quipmenthave been installedn. t !tr@rsmissiorsystemand the
increasing risks dS@&quipment failurehas become a key driver for the development of a strategy to mitigate the
impacts.

Some of the equipment is technologically obsolete as a result of the rapid evolution of technology in the

marketplace analder vintage equipment is often without vendor support or spasete or both. As a result,
interoperability problems across equipmievintagesare being experiencedThis causes unnecessary deratjngs

outages and other risks. Maintenance is time consuming and complicated leading to backlogs, long repair times and
higher than expectedosts. This has created agxcessively large arekpansive spare parts inventory.

In the last 10 years, BPA has undterested in telecomm transport, telephone systems, telecomm support, SCADA
and telemetry and transfer trip replacements as a result of many of the constraints being addressed in the
Transmission Asset Management Overarching strat&bis has resulted in a backlog of replacements in the
PSC/System Telecom programs.

In recent years, the PSC/System Telecom programs have gone through an evaluation of strategic alternatives based
on reducing risks and total economic costs. In addition, to ensure investments in PSC equipment replacement were
coordinated with the associated replacements in system protection and control (SPC) assets, Transmission Services
initiated the development of an &rt to integrate the two programs, along with associated control center (CC)

assets. This effort, known as the Integrated Control System Strategy, resulted in the evaluation and development of

Transmission Asset Managemestrategy
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a strategic approach that ensures the most valuable investsjdrased on reducing total economic cost, are
focused on first, regardless of the program. This allows Transmission asset management to make important trade
offs based on mitigating the most costly risks.

Execution of projects to move the analog to digital migration initiative forward:

> D> > > > >

Dollars (in '000)

Completed #YCO01 digital fiber/radio ring
Buried approximately 2.5 miles of problematic fiber optic cable at Silver Butte.
Cmstruction commenced on thgBC radio system.
#KC Phase 2 Project (*K06 and *K16) became operational, allowing circuits to begin moving from the analog
microwave along the COI to fiber and digital radio.
Completed60% of EACC circuit cutovers
Completed replacement of:

i 30 communications batteries/chargers

i 10 MW radio replacements

i 13 SCADA RTUs

i 14 UHF radios

i 40 analog communications alarm RTUs and FIN RTUs

I 8 antenna systems

i 12 KTS and 2 DATS telephone switches

i 30 analog Transfer Trip/RAS units
Completed design to upgrade over 300 miles of fiber optic cable on theJRhsstz fiber project.
Completed design and started construction of the #WC radio/fiber system.
Received approval for Mobile Radio Replacement Project and started equipmericselec
Received approval for the Optical Mudfigabit Ethernet Transport (OMET) and have begun design and
testing of equipment
Completed the development of new test lab
Began actively addressing the documentation backlog

PSC Historical Actualapital
$12,000
$10,000
$8,000 — = Telephone Systems
] m Transfer Trip
$6,000 .
. m Fin/Op Networks

$4,000 m SCADA/Telemtry/Sup Cnitrl
$2.000 R . m Telecom Support Equipment

% j | I | I | - | . | | = Telecom Transport

FYO7 FY08 FY09 FY10 FY1l1l FY12 FY13
Fiscal Year
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Historical Actuals Capital

Dollars in ‘000

Equipment Category FYO7 FY08 FY09 FY10 FY11 FY12 FY13 Total
Telecom Transport $890 $834 $1,266 $183 $1,029 $1,471 $856  $6,529
Telecom Support Equip $166 $813 $855 $392 $401 $3,990 $2,468 $9,085
SCADA/Telemtry/Sup Cntrl ~ $371 $338 $353 $611 $1,157 $100 $1,052 $3,982
Fin/Op Networks $373 $373
Transfer Trip $204 $116 -$1  $1,148 $3,929 $1,845 $4,841 $12,082
Telephone Systems $596 $324 $10 $258 $526 $388 $205  $2,307
Total $2,227 $2,425 $2,483 $2,592 $7,042 $7,794 $9,795 $34,358

PSC Historical Actuai€Expense

$20,000

$18,000

__ $16,000

S $14,000

FYQ7 FYO08 FYO09 FY10 FY11 FY12 FY13
Fiscal Year
Historical Actuals Expense
Dollars in ‘000
Program FYO7 FYO08 FY09 FY10 FY11 FY12 FY13  Total
PSC $8,248 $10,328 $10,271 $11,579 $11,958 $12,637 $17,632 $82642

Transmission Asset Managemestrategy
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Lifecycle Assumptions by Equipment Type

EQUIPMENT TYPE Lifecycle (Yrs)  #of Units Average Age

SCADA 13 212 15
Transfer Trip 12 846 14
RAS 14 666 15
Fiber Cable 25 3000 miles

Mobile 15 1480 13
VHF Repeater 12 65 19
7 Year Lifecycle (Comm Alarm Systems, VRLA Batte 9 715 9
20 Yr Batteries (Flooded Cell Batteries) 22 248 11
DC Power 15 (Chargers,-DC Converters) 18 546 13
Misc10 Year (Fiber Patch Panels; Fiber Drivers, etc.) 12 422 10
UHF Radios 11 109 11
Telemetering 18 578 12
Telephone (Key Systems, etc.) 12 720 17
Engine Generators 22 80 20
SONET Other (Fiber nodes) 12 261 8
DATS 12 14 7
SONET Ancillary (digitaultiplex, digital microwave) 10 635 7

As the equipment ageshése assets require a significant level of resources to maintain, repair and operate. These
expenses are expected to continue to grow as the system gets larger and becomes increasinglymptae aotil
obsolete equipment is removed and replaced (e.g. analog to digital), and strategy propesgement initiatives

reach steady state.

2.2 Future State

Critical equipment replacemst plan:
Aggressively reduce risks of asset failure, interoperability, and technological obsolescence
A Accomplish conversion from analog equipment to digital withBhyears
A Replace critical analog Transfer Trip and RAS equipment within five years @tedetm the current pace
of 17-19 years)
A Develop and implement a lortgrm strategy for moving off SONET

Process improvement initiatives:

In addition to equipment performance measures, targets have been established for implementing valuable process
improvements to enhance program delivery. These are being tracked through the FY2014 Asset Management Key
Transmission Target.

The target for FY2014 is to achieve key planned milestones per the Integrated Control System (ICS) detailed strateg;
plan by feusing on providing training to accommodate increased staffing levels, reducing backlog of PSC
documentation and maintaining accurate documentation.
By the end of FY2014,

A At least 21% of PSC documentation backlog has been completed

A" Implementation of a seond training room is ready for use by the third quarter c2@¥.

A FY015 training schedule for both training rooms is developed.
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2.3 Asset Condition/Performance Gaps

DM I NI S TR AT

PSC Current State (FY2014) Risk Map

@ Analog MW

Extreme

@ Digital MW

Major

o UHF

e DC Powr

o TT/RAS

O

Consequence

Moderate

© DATS

o Fiber cable

o Fiber Termina
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PSC Future State (FY2023) Risk Map
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See Appendix G for definitions of Consequence and Probability Scales
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Gapsbetween Current and Future State

Fiber cable:
.t Qa FANRG FTA0SNI OF 5990S. ®lang &eNLiﬁSpIaReyfoareplacfe EOBIRof ﬂneyearly é’aies ghat NI &
are in poor shape. The current plan is to replace 100 miles per year, ddgshotmeS i (1 KS ae&aidSyQa
3,000 miles and growing, the replacement rate should also grow withvarage lifecycle of 25 years. Therefore,

over the next ten years the miles wikked toincreaseor the risk will grow. A fiber cable failure has the highes
consequences in the PSC program.

TransferTrip (TT)and RAS

Thenumber of TT and RAS units contintegrow. The current state shows that theplacement rate has not met

the need in many years. The average age of the asset for both RAS and TT exceeds its lifecycle. Over the next ten
years the plan is to increase the replacement rate to required level but still will come short in meeting sgsigsn
Without an increase in thannuallevel of replacement, thesk will continue to increase and the number of failures

per yearcould rise The equipment life is being pushed to hazardous le#ffrt to increase the volume of

replacement contiues.

Analog Microwave
The number of analog radios continues to decrease. Most wilfie systenin ten years Those that remain will
be invery poorcondition. The risk of failure will be high but the impact should be minimal.

DigitalMicrowave

The number of digital radios will continue to increase. The average age of the radio is |eb3 yeans old, which
is less than the expectdidecycle.Given the shorter lifegcle, equipment will need to beeplaced more frequently
The futue state map assumes some level of risk of failure due to replaceranheeding to rise alevelsgreater
thancan currently be executeday.

Fiber Terminals

The number of new SONET terminals is not expected to increase greatly. Most of the teamenstill young. The
biggest issue is software, firmware and hardware compatibility. There are already boxearnhatupload the

latest software. Therefordhey need to be replaced even though there are no reliability isshies scale of the

problem is unknown at this timeFinally, more and more manufacturers are going to pablksed networks and
SONET will become eventually obsolete. It is still unknown how long SONET will be manufactured and supported.

SCADA
The SCADA replacement is on sitileand will be complete this yeabDelays werdéncurreddue to need to
coordinate withbuilding replacements or other similar issues.

DATS
The last of the new KTS will be installed iB034-FY2016. The prograrthen begirsa new cycle. The new cycle
should be completed by 2023. No significant issues are expected.

DC Power

BPA is currently on schedule with the battery and charger replacements. The biggest issue has been quality. The
equipment was produced in the early 2000s and is experiencirlg fdlure. The next few years will be focused on
emergency or urgent replacements.
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UHF

Most of the analog UHF radibsive been removed The rest will be removed in the next few years. The existing
and new digital UHF radios are of lesser qudlign previous equipment anditerference and other issudsave
arisen The futureof this equipmenis uncertaimat this time,but the frequency band is needed sinainer bands
are being lostThe direction of this program is very uncertairthis time

Execution constraints:
The primary risk to successful execution of the strategy is the insufficient number of resources for designing and
executing PSC projects. Transmission Services is currently working@weerarching plan to address these gaps.

2.4 Strategic Approach to Closing Gaps

There were four innovations used for the PSC/Telecom asset strategy.

A

¢CKS FANRG 61 a avdzd yGATFTAOL GA2yA RGIZNERIR 202 & ( 0@ O ACSK
value of transmission reliability and the cost to the region when equipment fails and a customer outage
occurs.

¢tKS aSO2yR A& GO2YLINBKSyaA@S Y2RStAy3a 2F Oz2mid oI
quantifying risks and is based on historical actuals and extensive coordination with SMEs.

The third is a new model that will enable work to be prioritized to reduce reliability risk and exposure and
reduce economic cost. This is done while alsantpkito account capital funding, outage availability,

resource availability, and other constraints.

Finally, the fourth is a structured approach to implementation planning. It is basedagmstraint

assumptions, data, and a vetted model. The replacements and maintenance are prioritized in greater detail
with redesigned and bolstered processes, including test and evaluation program, technical training, and
asset documentation practices. Resourcesalecated as needed.

The overall goal was minimize leteym economic cost to BPA and the Region.

Several key working assumptions underlie the development of the model and implementation plan.

A

A

> D

Low impact equipment is repaired until it reaches termirduire, then replaced (run to fail) rather than
having a timebased replacement cycle.

Replacement cycles are driven by equipment type, technology and market lifecycles, experience with similar
technologies, ability to repair thouse and availability opares. Adjusted lifecycles by equipment type and
extended whenever appropriate.

Assume all failures will be repaired to restore service prior to a replacement decision being made, and
terminal failure rate is between 2% and 10%.

Equipment groupings are bad on similarities in system impact, cost, and life cycle.

Analog to Digital (A/Dieplacements turned to retirements (eliminated duplication between A/D and SONET
categories).

Outage risk reassessed for different sizes of outages. High MW/high casfesate amuch lower risk than

low MW/low cost outages.
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Rolling Technology Strategy
The PSC/Telecom strateigyffocused on reducing the risks of asset failure, interoperability, and technological

obsolescence.

The PSC program is working to ensure PSC and telecom equipmsuppalt BPA in deliveriran its strategic
initiatives,such as:
A ¢SOKy2ft23A0Lf Ayy2@liAazya GKIFIG SylFofS INAR 2LISNI |
generation to beforecast more accurately, and grid operations to be controlled more precisely
A Scheduling and product design innovations that increase access and enable fuller use of existing capacity
A Balancing authority consolidation (or partial consolidation) shouldéggon decide to consolidate

In addition, BPA will continue to deplsynchrophasors over the next@yearperiod. This will beonsistentwith
29/ / Q& LINE 3.NIhef PSTletLipOditil 2ls6 bedeployed consistently with the synchrophasor ]
plan for engineering, control center, and reémhe responsebased control applications.

Design and conduct a comprehensive, integrated testing programt Sa i (G 6A QS Ayaidlftt 2yO0
A Enhance existing selection and testing programs by adding adigtidg phase to the current pre
qualification testing
A Install enough terminals of a new technology to test for technology interoperability, system limits for timing,
geographic distribution, circuit type limitations
A Coordinate the testing of system comments so that rotouts are efficient and pose minimal risk to system
stability
A Ensure that reliability risk is reduced , timensuming and expensive-fe2 Q& | NB YAYAYAT SRS
are deployed efficiently

Benchmarking with other west coadlities will be performed to learn how they manage their PSC assets and
develop and implement resourcing strategy by:
A Identifying core skill requirements
A Determining the number, composition of required staffing levels (BFTE, CFTE, Service Contractors)
A Determining recruiting sources/approach (coordinate with HCM/Unions)

The strategy analytics will bgdated on a recurring basis to better inform strategy and implementation plan
development:

A Update asset health risk assessments

A Update prioritization of work activities directed at maximizing total economic value

Finally, BPA will develop and implement training program.
A To ensure productive, high quality work by the large influx of new staff
A To ensure currency of skills for ttechnologies being introduced

The Integrated Control System (ICS) effort, evaluated a number of strategic alternatives:

A Reference
Current state execution of strategies based on resource limitations and associated funding

A Approved Strategy
SPC, PSC, andn@ol Center strategies as presented and approved by BPA

A Active Coordination
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B ONNE VI L L E P O W E R AAD M I NI S TR ATI1I O N

Continue with the originally approve@iSC/Telecon8PC stratagsand improve uporthem with increased
coordination between PSC, SPC and CC programs for equipment replacemgmniscaisd improvements

A Enhanced Fault Location (EFL)
Reduce the restoration time of transmission outages/derates through better and faster fault location on all
voltage levels; extend fault location to approximately 125 sites ongsiah replace the FLARaster.

A Relay Functionality Optimization (RFO
Use full capability of microprocessor relays to perfaramsfer trip, SCADAligital fault recordingand
sequential events recordinginctionalities, and eliminate selected PSC and SPC equipment types
everywtlere.

Based on the optimal approach for reducing total economic cost, it was recommended BPA implement all facets of
the Active Coordinatiostrategy. This strategy will:
A Create synergy byavelopnga disciplined process for coordination of planning, planned outages, and
execution.
A Expand the PSC council to cover all equipnagt coordinate current and future technologies across
PSC&ystem Telecon$PC/CC. The ICSS council will manage the techasotogl predeployment
equipment testing.

A Create and act on an appropriate staffing strategy.

A Replace equipment based on economic lifecycle (i.e. based on impact to the total economimposte
documentation and preleployment testing.

A Develop theability to adjust the replacement plans based on observed failure rates.

A Set a process to monitor strategy execution performance.

A Identify opportunities to shorten planned outages, specifically fiber, where the work could potentially be
performed in half he time.

A For fiber replacement, the feasibility of using two crews to reduce the planned outage duration by 40% with
approximately the same FTE cost is being investigated.

A Consider dimited targeted spares kitstrategyfor PSC and SPC in high impacaate reduce outage times.

3.0 STRATEGYIMPLEMENTATIONPLAN

The PSC/telecom model used to develop the implementation plan takes into acaguipiment ageexpected life,
conditionandtechnological changeFailureprobability curvesierived from aatal BPA PSC equipmentdags

coupled with SME judgmeniyere prepared for each of 24 equipment typescompare age with probable end of

life. The model also takes into account the optimal time to repair or replace based on outage risk and exposure.

This information drives the identification of the 10 year equipment replacement plaluded in the following page.
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3.1 10 year Implementation Plan

Equipment

Current Strategy Impl.
Plan - Steady State of
equip needing to be
replaced per year

L E P O W E R

A D M

I N

S T R A T

I O N

FY2014  FY2015

FY2016

Ramp to get to Steady State

FY2017

FY2018

FY2019

FY2020

FY2021

FY2023

D-Design C-Construct| D [ c [D [ c[pfcfpfcfpfc|ofcfofcf[ofc[ofc|o]c]

TelecomTransport

UHF Radio Replacement 10 0 0 0 4 0 6 4 8 6 10 8 |10 |10 10 10 10 10 10 10
Microwave Radio Replacement 32 8 12 ' 8 |16 | 12 | 20 16 24 20 28 24 30 | 28 | 32 30 32 32
SONET Node Replacement 32 6 0 6 |14 10 | 18 | 14 | 20 18 22 20 24 22 26 | 24 | 28 | 26 | 30 28
Telcomm Support 1year projects
Engine Generator Replacement 4 6 5 5 5 5 4 4 4 4 4
Battery Replacement 20 15 15 12 12 13 15 16 18 20 20
Charger Replacement (sets) 20 8 10 13 13 13 15 16 13 20 20
SCADA/Telemetry Support
SCADA Replacement 14 8 8 8 8 8 8 8 8 8 10 8 12 | 10 14 | 12 14 | 14 14 | 14
| Telemetry Replacement 320 6 8 6 10 8 12 | 10 | 16 | 12 18 | 16 20 | 18 20 | 20 | 22 | 20 | 24 | 22
FIN/Op Metworks 1year projects
FIN/NMS Replacement 30 18 30 30 30 30 a0 30 30 30 a0
RS Station Service Replacement 2 1 1 1 1 1 1 1 1 1 1
Communication Alarms RTU Replacement 15 10 10 10 10 10 11 12 13 14 15
Transfer Trip and RAS
Transfer Trip Replacement 35 35 40 35 45 40 45 45 45 45 47 45 | 50 47 52 50 535 532 535 35
RAS Replacement 45 15 20 15 | 20 20 25 20 25 28 25 | 30 28 28 30 30 28 35 30
Telephone Systems
DATS Telephone System replacement 3 0 0 0 0 o 2|0 5 2|5 5 5 5 5 5 3 5 5 5
KTS Telephone System replacement 10 12 12 112 |12 |12 | 9 |12 | O e 0 0 [ 0 0 o] [ 0
GPS Receivers (Expense) 2 2 22 2 22 2 22 2 2 2 22 2
Telephone Protection (Expense) 5 5 5 5 5 5 5 5 5 5 5 5 5 5 5 5 5
3.2 Program Forecast Planning
FY20142023Capital Forecast
Direct Capital onyNominal5 2 f £t F N& Ay Wnnn
Program - Equipment Category FY14 FY15 FY16 FY17 FY18 FY19 FY20 FyY21 FY22 FY23 TOTAL
PSC - TELECOM TRANSPORT S877 52,039 52,188 S2,407 53,000 S$3,000 53,560 S3,620 53,682 $3,744 528,117
PSC- TELECOM SUPPORT EQUIPMENT 52,486 52,855 53,063 53,370 54,000 54,000 34,068 54,137 54,207 54,279 536,465
PSC - SCADA/TELEMTRY/SUP CNTRL S1,775| 52,039 S$2,625 S2,839 53,000 S$3,200 S3,254 S3,661 S$3,723 S3,787 529,955
PSC - FIN/OP NETWORKS S870 5816 5875 $963 51,000 S$1,100 51,119 51,220 51,241 51,262  $10,466
PSC - TRANSFER TRIP $7,102 57,342 358,313 $9,630 510,000 510,800 510,384 S$12,509 $12,509 512,509 5101,697
PSC - TELEPHONE SYSTEMS 5391 5408 5438 s241 5500 5750 5814 5827 S84l 5856 56,065
TOTAL $13,500| 515,500 517,500 $19,500 521,500 522,850 $23,708 $25,975 526,204 526,437 5212,764
FY2014FY2023 Expense Forecast
Nominal Dollars in ‘000
Maintenance Progral FY14 FY15 FY16 FY17 FY18 FY19 FY20 FY21 FY22 FY23 Total

PSC

$16,868 $17,582 $18,198 $18,835 $19,494 $20,176 $20,882 $21,613 $22,370 $23,153 $199,170

Caveats
Forecast is currently under review as part of the 2014 Integrated Program Review (IPR) process and will be updatediam gaitfun:
the IPR timeline.
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SYSTEMSPROTECTION ANDCONTROL
ASSETMANAGEMENTSTRATEGY

Curtis MichaelProgram Manager
5 S 0S YHonSviNG
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EXECUTIVESUMMARY

System Protection and Control (SPGpgram overview
SPG&ystems provide critical support to the primary circuit elements by preserving equipment integaitytaining
overall reliability, gathering and storing operational data and ensuring public safety
A Over28,000units of equipment in pproximately956 locations, including @PA substatiomandmany
customerowned substations, power houses, maintenamecéidings and control centers.
A Assets
I Protective relaying
I Sequential events recorders (SER)
I Fault recorders (DFR)
I Revenue and interchange metering
I Control and indication equipment

SPC Capital Forecast FY22D23
$35,000

B

~ $30,000

e
= $25,000 ! . .
$20,000 | mSPC - SER
$15 000 - m SPC - DFRS
SPC - METERING

$10,000 -

m SPC - CONTROL ANL

$5,000 - INDICATION
m SPC - RELAYS
$ n T T T

FY14 FY15 FY16 FY17 FY18 FY19 FY20 FY21 FY22 FY23
Fiscal Year

‘000

Nominal Dollars (i

Keyrisks to be addressed

Lack ofOriginal Equipment Manufacture(OEM)support for most SPC equipment due to advanced age
Risks associated with pooe#lth conditionof older SPC equipment

Decreasing skill set to maintain older equipment as SPC employees retire

Increased corrective maintenance workload to maintain olefguipment in poor health

Increase irhigher cosemergency repairs

> I > > I

Strategy Elements

The SPC strategy and implementation plan were developed usingiafdeked evaluation of strategic alternatives
with a goal towards reducing total economic codikis strategy includes

Targeting eplacementof high riskhigh economic cost nemicroprocessor relays over a 10 year horizon
Replace older DFRs then subsequently managing units of1@ Yi&ar lifecycle

Actively coordinate with PSC program to replac®ath SERs with SER/SCADA standard

Replace majority of atisk revenue and interchange meters over the next 10 years

Control & Indication develop a lower cost mini console replacement and begin replacing old units

o I I I D
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Process improvements include:

I Formalied coordination with PSC for specific replacements

I Bundle workwith other sustain and expand prograrfte more efficient use of resources and
planned outages

In thg long run, this strategwill help:

A
A

Improve reliability and lower economic cost tgplacirg critical atrisk equipment
Develop the ability to adjust the replacement plans based on observed failure rates

A Address outage management needs and availability targets through expected reduction in outages

1.0 STRATEGYBACKGROUND

1.1 BusinessEnvironment

Customers and stakeholders served

A
A
A
A
A

Stakeholders of all BPA power system components require isolation of equipment during fault conditions to
prevent equipment damage and protect personal safety

BPA operations and control center personrexjuire system control and monitoring to operate and

maintain the power system

BPA internal billing and scheduling organizations and external customers require accurate meter data
Maintenance personnel use fault and event data to locate, troubleshoot arméat system failures

BPA external power and transmission customers require reliable power; SPC equipment contributes to that
reliability

Products and services

>

> I >

Fast isolation of faulted or failed power system components provides system stability anaigsrauther
equipment damage

Ability to monitor and control the power system both locally and remotely

Accurate meter data for scheduling and billing of energy exchange

Fault data for troubleshooting and evaluating system operation and health

Remedial actin schemes ensure greater system stability allowing more energy transfer across a given pat

Strategic environment

A

Regulatory and legal standards

I FERC, NERC and WECC regulation and standards are continually evolving; the trend is toward more
understandald and specific standards that iarh may require modification aklay setting and
maintenance practices and require more detailed documentatio8R&vork

I Recently implemented relay setting standards have initiated many relay replacements

I Forthcoming egipment and maintenance standards have potential to influence where certain
equipment must be installed and how equipment is maintained

I There is always regulatory pressure to improve relay setting coordination and reduce relay
misoperations

A Complexity oprotection schemes

I Complexity of the power system being protected has direct impact on the magnitude of challenges
the protection engineer faces when developing the protection scheme or relay settings
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A The high degree of flexibility in programming modern digital relayddt® challenges in coordinating
protection schemes that span across utility boundaries; each utility has developed their unigue means of
implementing a particular type of relay sorapromises and adjustments must be made when coordinating
with other utilities

A Generation integration

I Wind generation is frequently interconnected in the middle of a transmission line requiring
complicated protection schemes

A Commodities

I Many types of existig SPC equipment are no longer supported by the manufacturer and
replacements parts are not available

I Shorter life expectancy of new digital equipment will result in a faster replacement tempo than has
been seen with the electrmechanical relays

A Integrated Control System Strategy (ICSS)

I A strategy to better aordinate the SPC, ®ver SystemControl (PSCand Control Centgprograms
will realize efficiencies through optimization of equipment upgrades.
A Staffingand otherconstraints
I Balancing FTE resourcestlweenexpansion projectand maintenance and replacement efforts
I SPC inventory has many types of legacy and modern equipment requiring a huge knowledge base
for engineers and craftsmen

1.2 Assets, Asset Systems and Criticality

System Protection and @urol assets include the following equipment types:
Protective Relays
A Protective relays are of thregifferent technology eraselectromechanical, electronic and microprocessor
based
I Electromechanical relaydnstalled up to 1983 with a 30 year liéxpectancy
I Electronic relaysinstalled 1980 through 1995 with 15 to 20 year life expectancy
I Digital relays installed 1987 to present with 15 to 20 year life expectancy

Sequential Events Recorders
A SERs maintain a historical record of all equipment ajj@ns and alarms in a substation and interface with
station SCADA to provide remote monitoring capability to the control centers

Fault Recorders
A Digital fault recorders record voltage and current waveforms during system faults; the data is used by SPC
engineers to validate proper power system response to faults, troubleshoot equipment misoperation
(internal and external to the BPA system) and improve relay setting coordination

Revenue and Interchange Meters
A S5FGF TNRBY NBOSydzsS Yifdgiofakizatidndo aczaust for povéer enteringaid leaving f
the BPA power system
A Interchange meters measure power entering or leaving the BPA balancing authority area
A Some revenue meters and all interchange meters provide data fonsatic generation contsl (AGC)

Control and Indication Equipment
A The SPC program has responsibility for a variety of substation control and indicating equipment
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A Control equipment includes auto sectionalizing, dead bus clearing, auto synchronizing schemes and
synchronous contl units (SCU)

A Indicating equipment includes phasmeasurement units (PMU), panel meters, control consoles,
transformer temperature monitors, recording voltmeters, battery voltmeters, battery ground monitors,
SCADA transducers, relay communication processors, and interconnecting wiring

System Protectioand Control Asset Criticality:

'Less Important More Important

Load-shedding relays DFR RAS Transformer relays
Indicating meter transducers  Control equipment Reactive relays Bus relays
Relay communications Revenue metering  Linerelays

SER Breaker relays

2.0 THESTRATEGY

2.1 Current State

Capital Replacement Program in Recent Years
A Capital replacement funds have been focused on faiéing obsoleteequipment that could no longer be
maintained
A Overall, SPC equipmehas been replaced at a much slower rate than it is aging toward obsolescence and
poor condition
A See section 2.1.3 below for detail the current state of SPC equipment categories

Targets vs. Performance
FY20112013Targets
A Program Cost: Cumulative total direct capital costs between $33M and $47.2M
A Program Scope/Capability:
I Complete 80% or more of the work plan (all three years)
I Protective Relay ReliabilityRelay Malfunction: <0.5% of Relay operations reportediitage
Analysis and Reporting Systé@ARF each year, where the relay failed to operate for a fault inside
its zone of protection due to relay equipment malfunction.
I Protective Relay ReliabilityRelay Setting: <0.2% of Relay operations reported in GRS year,
where the relay failed to operate for a fault inside its zone of protection due to relay setting error.
FY20132013 Performance
A Program Cost: Cumulative total direct capital cas$25.9M
A Program Scope/Capability:
I Project completion(as 0f9/30/2013) - 42%
I Protective Relay ReliabilityRelay Malfunction: 0.009%
I Protective Relay ReliabilityRelay Setting: 0.055%
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Lessondearned/ Performance Contributors

The ©ntract ManagemenOffice (CMOXYelivery model is beingmprovedto optimize elivery of the type of work
in the SPC program. This delivery method will double the capability of the SPC replacement jprdgearnear
term. The CMO delived approximately$5M in F'2013for SPGndis scheduled to delive39M-$10M in F2014 for

SPC

Project scoping is a key factor in the delivery equation. This is being resolved by utilizing the Program Manager's
(PgM)10 year planning tool, earlyg®l/district involvement to ensure proper scoping, as well as utilization of
improved processes. Desigrnoups are currently being utilized to scope projects for next year to ensure that there
are no showstopping issues. If there are shestopping issueghere will betime to resolve them and still get the
designs done on time or to remove them from therkw@lan and replace them with another project.

Early in FX012, SPC project estimates were updated and are now more accurate, reflecting actual project costs
better than ever before.

Historical Actuals Capital

$14,000
= SER
__$12,000 l:
S
S $10,000 - uDFRS
g $8,000 Metering
S $6,000 .

% ] | l m Control &
o $4,000 - l Indication
. I B I R

$0 1 T

FYO7 FY08 FY09 FYlO FY11 FY12 FY13

Fiscal Year

Historical Actuals Capital

Dollars in '000

Equipment Category FYO7 FYO08 FY09 FY10 FY11 FY12 FY13 Total
Relays $4,552 $5,668 $1,189 $2,114 $2,567 $3,407 $6,828 $26,325
Control & Indication $136  $656  $1,790  $2,582
Metering $60 $55 $1 $8 $128 $423 $523 $1,198
DFRS $984 $1,940 $889 $2,803 $2,517 $1,696 $637 $11,466
SER $797 $1,141 $431 $1,098 $3,102 $6,569
Total $5,596 $7,663 $2,876 $6,066 $5,779 $7,280 $12,880 $48,140

Replacement Cost History
SPC equipment replacement costs shown below and used in program fudeliatppment are based on:

A Typical direct costs from like projects provided by projeeinsmission Planning Estimating group
A Reflect 2@3dollars
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>\

Assumes laborboth inhouse and supplementak used for the entire projeat design through

constructionand Test& Evaluation (T&E)

Contract Management Office (CMO) estimates use the same type of data, but are based on CMO contractors
for work completion

>\

Equipment Type Typical Replacement Cost per terminal A y )b
500kV Line Relay w/TT 450
115kV Lindrelay w/o TT 200
Bus Differential Relay 275
DFR 225
SER 250
Revenue Meter 27

SPC Historical Actual€Expense

$14,000
$12,000

$10,000
$8,000 -
$6,000 -
$4,000 - uSPC
Maintenance
$2,000 -
$ = T T T T T T

FYO7 FY08 FY09 FY10 FY11 FY12 FY13
Fiscal Year

Dollars (in '000)

Historical Actuals Expense
52ff I NB AYy Wnnn

Program FYO7 FYO08 FYO09 FY10 FY11 FY12 FY13 Total
SPC Maintenanct  $9,535 $10,864 $11,419 $11,377 $11,388 $11,651 $11,869 $78,103

Protective Relays
Protective relays fit into tw@roups related to their technology characteristics
A Nonmicroprocessor based
i Includes electreamechanical (E/M) and electronielays
1 By nature of their design these relays tend to drift out of calibration and therefore require more
frequent maintenance (every 36 months)
I With age wiring insulation becomes britlpotentially compromisingircuitry when the relays are
handled for maintenance or repair; aging components also result in setting drift so in some
instances these relays cannot be maintained within calibration limits
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i In manycases spare component parts are no longer available

i BPAhas traditionally assumed E/M relays to have a 30 year life expectafidyrelays on the
system are 28 to 48ears old
9f SOGUNRBYAO NBfle&a KIF@S | aK2NISN 2ddSanngita303 f A
years old
Electronic relays enipyed on the BPA system are much more complex than the E/M relays; they
require extensive training for personnel to maintain, troubleshoot and repair them
One model of electronitelay employed at BPAhe INX5 bus differential relafpas an added
vulneralility of being employed as single layer protection; that means if one of these relays fails the
substation bus is without protection and must beenergized.

i Manufacturing support is no longer available for electronic relays or for many models of E/M relay

A Microprocessor based (digital)

i Digital relays do not drift out of calibration like E/M and electronic relays so maintenance intervals
are extended (every 60 months)
The modern microprocessor based relays are intelligent electronic devices (IED) mbapihgve
the capability to communicate and share data with other substation equipment providing
opportunity for better substation automation and implementation of Smart Grid technologies

i .t!1Qa 2tRSad RAIAGLIE NBftlFea NB up @SINAR 2fR

A The electronic relayechnology was applied primarily to protect 500kV transmission lines an&QaaiBy
substation buses
A EIM relays continued to be used in the most protection categories until the advent of digital relays in the
tFriS mopynQa
A Of theapproximately130Gon-microprocessomased relays approximately 30 are E/M, 15@re electronic
line and bus differential relay
Relay Terminals by Category and Type (Nov 2013)
Relay Category Nornrmicro processor Micro processor
Line, budie, bus differential, breaker failureeclosing
500kV 302 563
57-345kV 448 944
<57kV 206 38
Shunt Capacitors and Reactors
59 | 255
Transformers
<50MVA 41 6
>50MVA 181 49
Under Frequency Load Shedding
25 21
Total: 1262 1876

Remedial Action Schemes
A RAS are special protectisshemes within the protective relay category
A For RAS components under the umbrella of the SPC sustain program, the equipment is supported and/or
replacement parts are readily available

Sequential Events Recorders
A Today the standard equipment for new omptacement SER installations is a GE D20
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A BETA 512

| The BETA 512 is no longer supported by the manufacturer so there are no new spare parts available

I Since no new parts are available for these units a SPC policy has been established that requires

replacement of a BETA 512 SER when a substation expansion project requires expansion of the SER

unit
) I The oldest of these units aspproximately 2%ears old and have reached their life expectancy
A BETA 4100

I The BETA 4100 is no longer supported by the nantufer so there are no new spare parts
available

I Since no new parts are available for these units a SPC policy has been established that requires

replacement of a BETA 4100 SER when a substation expansion project requires expansion of the SE}

unit
) I The olest of these units are 15 years old
A D20c¢ current BPA SER standard
I The D20 has the capability of accomplishing both SER and SCADA functions
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efficiency in castruction and maintenance
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substation equipment providing opportunity for improved substation automation and
implementation of Smart Grid technologies

Digital Fault Recorders

A An aggressive replacement program is in place to retire the remaiéhtgchnologys Cw Q& o6& (KS
FY2017

A TheyS¢ (i SOKY 2 f gelisuppsrt€dibPtie mamMiacturer; SPC expects this equipment will meet
system needs and neequire replacement until approximately 2020

Revenue and Interchange Meters
A BPA has approximately 1600 meters at 1340 different locations
A Approximately 125®mf the meters are old technology and have no manufacturer support.

Control and Indication
A The 4general types of control equipment are listed below with the number on the BPA system
Dead bus clearing scheme$4
Auto synchronizing schemesl8
Auto sectionalizing schemeslO
Synchronous control units (SG4.30
A There are several types of indicatieguipment including
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